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By Jeff Forristal, HP Security Labs, Application Security Center
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Overview

In October 2007 Larry Suto published a case study comparing the capabilities of three web application
scanners: NTObjective NTOSpider, IBM AppScan, and HP Weblnspect. The author indicates the case
study was focused on four comparison areas: the number of links crawled; the overall application
coverage (measured by application instrumentation injected by Fortify Tracer); the total number of
accurate findings; and the total number of false positives.

lintendtore-ONB I (S {dzi2Qa FAYyRAy3Ia 3IFABSY (GKS ftAYAGSR Ay1
comparison methodology he used as the basis of his conclusion to determine if it resulted in a valid
comparison.

My background

Full disclosure is absolutely necessary: | (the author of this analysis) work for HP (formerly SPI Dynamics)

2y GKS 2SoLyalLSOG LINRPRdAzOG @ Ly {dzi2Qa Ol asS addzRex
Putting those two together can lead to the preconceived notion that this analysis is a hollow marketing

STF2NI 2F GKS WwWi2aiAydaQ GSyR2NI G2 O2dzyiSNJ 6KS yS3al
engineer in the HP Security Labs group, and | am composing this analysis on technical merit alone. As

with any good scientific experiment, everything | present in this analysis is documented in transparent

detail with the intention of being arbitrarily reproducible, allowing others to independently arrive to the

exact same results and thus draw the same conclusions. L. NB I f AT S dGdKFd L g2y Qi oS
perception of being biased, but | hope to at least counter this in one manner by being completely

transparent in my testing methods, regardless of the outcome.

Also relevant to this analysis is work | performed at a security services company prior to my tenure at

HP/SPI Dynamics where | often conducted both public and private product tests and product

comparisons. vdzA S 2FGSy GKI G ¢2N] ¢l a LJzomfAAZKSR Ay bSig:
product comparison reviews on physical access control systems (NWC, Nov 2007), source code analysis

tools (Secure Enterprise, Dec 2005), web application firewalls (NWC, Mar 2003), DDoS mitigation devices

(NWC, Dec 2001), vulnerability assessment scanners (NWC, Jan 2001), and commercial honeypots (NWC,

Aug 2000). What does that matter? Well, hopefully it lends credibility to me and my capabilities of

designing and executing a product comparison methodology that is accurate, valuable, unbiased, and

stands up to public and vendor scrutiny. In this analysis | merely (re)apply the approaches and

methodologies | used in the previously listed (and favorably received) product comparison reviews;

jdzA 0S K2y Saidfez LQY | 3y paitioukrsinced beldxé all lekd&rs fertdr&NI f f 2 dz
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2ADOT AGAET ¢ 300180 OAOOI 0O

{ dzii 2 Q &udyQsedihBee cdmmercial web scanners to scan three applications. Suto then cumulated

the various raw results, and drew conclusions based on those final cumulated values. My goal in this

FylFrfeaxa Aa G2 NBOINF OS { dziex@distepslitékeifitidosetedt Ay G Sy R (2
recreations, so that others may attempt them and arrive at the same results.
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Weblnspect 7.7 or 7.5; therefore | tested the applications using both versions of Weblnspect. My
installation of Weblnspect 7.7 was updated on October 24" via SmartUpdate; my installation of
Weblnspect 7.5 was never SmartUpdated (it is only using the vulnerability check data that shipped with
that specific product version, and no subsequent updates).

One of the applications used by Suto for his case study was a proprietary corporate intranet access
application; obviously | am unable to access the application or reproduce it for this analysis. Fortunately
{dzi2Qa 2gy OF asS ai dzagesulNdpactly theirst apidli2ation, @ INEAUSA Y A Y
had zero findings, zero false positives, and no wide disparities in code coverage or link discovery.

Therefore | do not feel that omitting the first application will drastically impact the overall results, as the
result contributions of the first application where negligible in light of the other two.

The remaining applications Suto used in his case study were Roller, a blog application, and OpenCMS, a
customer management system. Both are open source, and are thus easily obtainable for testing and
verification. | will first examine the Roller application.

Test Application: Roller

Roller is a blog application, programmed in Java. Roller uses JSP pages and Struts for its front end. Like
any Java application, Roller is flexible on the particular backend used (Java server, database server, etc.),
but for the sake of simplicity | went with the recommended and vetted Tomcat platform along with
MySQL and Hibernate. | tested Roller version 3.1, using the pre-built binaries.

Roller 3.1 system installation & configuration
These are the basic steps | followed to deploy a working Roller 3.1 installation:

¢ Installed Debian (Etch/4.0r0) Linux, and then upgraded with latest security patches
e Installed Sun Java JDK 1.6.0 03
¢ Installed the Debian MySQL 5.0 (5.0.32-7) and Tomcat 5.5 (5.5.20-2) packages
¢ Unzipped the Roller 3.1 pre-built binaries package to a location in /opt/
¢ Disable Tomcat security manager by editing /etc/default/tomcat5.5 and setting
TOMCAT5_SECURITY=no (creating a suitable security profile for Roller was beyond the scope of
this test)
¢ Removed all other Tomcat context config files in /usr/share/tomcat5.5/conf/Catalina/localhost
(except for ROOT.xml, which held the Roller context config)
e Followed all steps in the Roller 3.1 installation guide, with the following deviations:
o Did not enable email features in the Tomcat context config file
0 Replaced the ROOT.xml Tomcat context with the Roller context configuration (i.e. Roller
is the root application)
e Restarted Tomcat

At this point, Tomcat successfully displayed the Roller front page when browsing to the Tomcat server
on port 8180. Next I configured Roller by performing these steps:
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Posted two entries to the test blog

Added one comment to one entry in the test blog

/| 2y FAIdZNBR GKS aSNBSN) aSdidAy3aa G2 RAaLIXl @& wWiSa
Everything else was left as the default values

Scanning the Roller application with Weblnspect

Next | had to configure a scan of the Roller application by using the Advanced Assessment (4-step) Ul to
configure the scan. | used all default values (run the Profiler, use the Standard policy, auto-fill web
forms during crawl, etc.) except for the following deviations:

Roller has a calendar display widget that can literally handle all possible date values; this web
widget creates a chain/collection of thousands of essentially empty URLs in the form of

Gwif 23 Pk RIFGSkeeededYYeér gKSNBE weeeeyYyQ Aa i
dSO2yRIFNE F2NXIG G(GKIG dzaSa akfof23BHkRIGSK
causes the crawler to waste a lot of time crawling what is essentially a near-infinite chain of date
URLs, with no practical actual difference in the responses. To keep the crawler from crawling
back to the PleistoceneS L Syl of SR (GKS dat SNF2NY NBRdzyRIyd LJ
GDSYSNI fé | NBI eEtionimattn thé fcad tonfiguiatBridialagy Pedse note

that this configuration change is not necessary from an accuracy perspective; this change only

serves to drastically reduce the amount of time Weblnspect spends scanning the web site,

expediting the completion of the scan.

KS vy dz)
Keeeey

hyOS GKS tNRPFAESNI Fyltelda GKS aAGS FyR Y164

1 230648Q NBO2YYSYyRI(GAZ2Y o0aAyO0S (KS RAaO20SNBR SE
GKS 2yfe 20KSN NBO2YSS y{RISIRI 2 LIiSRS/Cl0 /Y2y wS 3 dzf | NJ
enabled (on Weblnspect 75,0 KS | RRAGA2y I ff & NBEOBZBYSORIDR 2LHE ARl

was also left enabled).

At that point the Weblnspect scan was adequately configured and launched. The above listed steps are
identical for both Weblnspect 7.5 and 7.7.

Resetting the Roller application

L

Ad AYLERNIFY (G (detvibddBansSto akesukeBo dhtd fiodh dp@tiolskcany Ay

carries over and affects the subsequent scans. | took the following steps to reset the application:

Stopped i KS ¢2YOIF G &aSNIBAOS 6dakSGOKAYAGOPRkG2YOI {p dp
Deletedii KS SEA&AGAY I w2ff SINU RNE LIONBKSE S @ aljf I RYAY
Createdl yS¢ w2ff SNJ RI U o0 NBS (0% YNERafIjff & NEYR vy

Populated the new Roller databasS 0 & Yp& lie/WEB-L b Ck R0 & ONRA LJi ak Y@ aljf k O
Started0 KS ¢2 YOI G &SNIWAOS 6akSUGOKAYAGPRkG2YOI Gp dp
Configured the application as listed previously (create admin account, create test blog, create

two blog entries, post one comment, and set the test blog as the home page)
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Roller scan results

My main scan of Roller using Weblnspect 7.7 reported the following:
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Figurel - Roller Weblnspect 7.7 results
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set in detail:
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as either/both 6 places on the application that are vulnerable to XSS, and/or as 3 places in the code that

are causing an XSS vulnerability.

Next is the single instance of robots.txt disclosure. This is trivial to confirm, as Roller ships with a
suggested robots.txt file. So this finding is accurate, although the severity is debatable.

Last are the 33 instances of server error messages. | verified each instance as being an HTTP 500 error
response, indicating an application exception occurred during the processing of one of the various

injected parameter values. From the perspective that the server experienced an explicit error, each of

these instances is accurate to what Weblnspect was trying to report. However, when examine the

detailsz: I ff oo AyadlryoOSa 2F GKA& FAYRAYy3 I NB RdzS
parameter of a single Struts action (the Struts handler could not find the given named method in the

target Java class, and thus threw an exception); thus these 33 instances are really only a single

approximate code location that is being tickled 33 different ways and therefore being reported 33

a2
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When | re-scan with this filter enabled, these 33 instances nicely coalesce to only three instances (one
for GET, one for POST, and one for no method at all).
Weblnspect 7.5 had the same results as 7.7, with the following notable exceptions:
M AYyadlyoS 2F atlaag2NR CAStR al alSR¢ nTH
Mn FRRAGAZ2YIE AyadlyOoSa 2F a{ SNIISNJ 9ONNRBNJ aSaal
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Figure2 - Roller Weblnspect 7.5 results
¢KS aAy3aftS AyadryOS 2F atl aag2NR CAStR al ails
G{ SNIISNJ ONNRBNJ aSaal3asS¢ gSNBE NBRdzyRIyl Ayadly
Thus the final accurate results were unchanged between Weblnspect 7.5 and 7.7, and 7.5 only included
an additional single false positive overall.

Roller Observations
There are certain unique nuances to the Roller application that are worth mentioning.

First, the previously mentioned calendar widget could conceptually leave non-aware web crawlers busy
for a long time, since the widget generates dynamic URLS in manner that do not use traditional query
parameters. Thus a crawler that tackles the date widget in a literal fashion could easily result in over

TpInnn w[ad OGKFEG ySSR (G2 6S FdzRAGSR ol aadzyAy3a A
ocp RF&& LISNI&SINIT TtpZnnnb ¢g2NIK 2F LRGSYdGALFt ! w

discovery of 75,000 URLs by any of the web scanners; in fact, the original case study only indicated 736
maximum URLs found by any one product. That means the date URLs were somehow culled to reduce
their redundancy. That is fine, conceptuallyt I did the same things myself (via the redundant page
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detection option explained previously). But how one goes about handling these superfluous URLs can

lead to drastically different results. My testing has found that if | exclude the entire calendar widget and

Fff aa20AFGSR RIFIGS !''w[&a o0g6AlRRBDP&BHA ARRY § My YSENIT ¢
prevented from following a logic path that leads to multiple discovered XSS vulnerabilities (i.e. if |

exclude all URLs related tothe OF £ SY RF' NJ g AR3ISGZ L 3ASG FS6SNI @dzf Yy SNI 0
have access to a sampling of those URLs in order to still audit the associated area of the application.

Secondly, Roller uses a CAPTCHA on the comment submission form by including a mathematical addition

problem that the user must correctly solve before the comment submission will be processed. Currently
2SoLyallSOi R2Sa y2i RSGSOG FyR OANDdzy@Syid GKAa /!
to audit the comment submission form and achieve higher application assessment coverage.

LI AOFGA2y A AYLXSYSydAy3a /!1te¢/11a R2 a2 (2 GKgl N
automated assessments.

Test Application: OpenCMS

OpenCMS is an open source content management system programming in Java. Similar to Roller, it can
be hosted by any standard Java application server and utilize any backend database; also similar to
Roller, | chose to go with Tomcat and MySQL. | explicitly installed OpenCMS on an entirely separate,
fresh system, and did not try to combine the two applications onto a single system with a single
installation of Tomcat.

OpenCMS 7.0.2 system installation & configuration

These are the basic steps | followed to deploy a working OpenCMS 7.0.2 system (note: the vendor site
offers two flavors of the 7.0.2 version; | used the standard pre-built binaries package, and not the Java
1.4 compatible package):

¢ Installed Debian (Etch/4.0r0) Linux, and then upgraded with latest security patches
¢ Installed Sun Java JDK 1.6.0_03
¢ Installed the Debian MySQL 5.0 (5.0.32-7) and Tomcat 5.5 (5.5.20-2) packages
o Disable Tomcat security manager by editing /etc/default/tomcat5.5 and setting
TOMCAT5_SECURITY=no (creating a suitable security profile for OpenCMS was beyond the
scope of this test)
e 9RAG ¢2YOLG &ASNBISNWEYE (2 | RR WRSLX 2&hy{ i NIidzL
e Removed all other Tomcat context config files in /usr/share/tomcat5.5/conf/Catalina/localhost
(except for ROOT.xml)
e Followed all steps in the OpenCMS 7.0.2 server installation guide, with the following deviations:
o Deployed opencms.war to /var/lib/tomcat5.5/webapps (the Debian-specific location to
deploy webapp WARS)
0 Restarted Tomcat after copying the WAR to the appropriate deployment directory
0 During the OpenCMS setup wizard process, | left all options as their default values
SEOSLIi F2NJ aLISOATeéAy3a GKS aSNBSNna a!/ |
site

pul;
pul;
-
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o Idid not go back into MySQL to specify an OpenCMS database password, as specified in

the optional last step of the installation document; the credentials used for the

database connection will generally not affect the assessment of the web application

using that connection

e Removed all content from the ROOT webapp (/usr/share/tomcat5.5-webapps/RO0T/), and

AyaiagSER NBLXFOSR Al 6AGK | &aAy3tS AyRSE I ¢a[ ¥
the default location for the OpenCMS demo site (this is to ensure the scan audits nothing but
the OpenCMS application, and do not consider any of the optional/default materials that are
shipped with Tomcat)

7 A

.NRgaAy3a G2 GK w[ Gk2LISyOYakz2LISyOvyakaeadSykt23a
L £f233SR Ay & W RYAYQ I yR OKrogtQddfigirdtih chhdhes & 6 2 NR @
optingtousethepreSEA & GA Y3 hLISy/ a{ RSY2 &AdGS F@FrAtlotS |G
appeared to have a sufficient sampling of application functionality for demonstration and reference, so |

felt it would be sufficient for illustrative scannA y 3 LJdzN1J2 4 S & @ LGiQa ¢2NIK YSyii
demonstration content is developer-centric in some areas, and that typically leads to false positives

related to the presence of technical programming examples within the web content (think: source code

disclosdzNBE > | 60a2fdziS FAES LI GK RAAOf2adzNBI SG0d0 @ ¢ K/
just an aspect that has to be accepted; fortunately all products are exposed to the same content, so it

g2y Qi | FF S impansdasdetibEnithe probudts

Scanning the OpenCMS application with Weblnspect
Once again, | went with all the defaults used by the Weblnspect scan wizard with no additional scan
setting modifications. After the Profiler ran, | made the following changes to the recommendations:

A 2 4 A x

e lde-aSt SOGUSR (UKS WIRR !''ff26SR 1 2aiaQ NBO2YYSyYyRI

(e

A 2 4 A x

e lde-aSt SOUSR W/ 2y FAIdzNE ! dzi KSYy G A OF G pespedieofa Ay OS L
a public attacker on the Internet (i.e. no authentication)

¢KS NBYFAYAYI t NRBFAESNI NBO2YYSYyRIGAZYda ow{StSO0 ¢{
QELINB&&A2Y&EAQS YR WwwSY2@S | dzRA G 9 Bs@fidzhdcked)da F2 NJ { LJ

Resetting the OpenCMS application
In order to reset the OpenCMS application between scans, | took the following steps:

o Stoppedi KS ¢2YOF G aASNWBAOS 0k SIOkAYAUGPRKG2YOlI Gpdp

e Deletedd KS hLISy/ a{ RI {lcldaBN®LI YE1DF O Raréi

e Deletedii KS RSLJ 2&SR h LIS yqrf&vdr/lioVtdricats 5/@dbappgs/Bpgncnds; aniNJy
KOFNKEAOKGI2YOlF Gpdpk oSOl LILAK2LISYOYAPAYAGPE 2360T

e Started(KS ¢2YOF( ASKNBNOS (lp@wpSaOk NITEDOORBKAOK AT €
re-deployed with a fresh instance

¢ Ran the OpenCMS setup wizard as previously done to install the system
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¢ Configured the OpenCMS system as previously indicated (changed admin user password)

OpenCMS san results
My main scan of OpenCMS using Weblnspect 7.7 reported the following:

e yn AYailly93aiS2T ONANRIAY IE OL5 I pecndhX ONRGAOIT 3
e My AyaidlyoOoSa 2F a5FGFoFaS { SNBWSNJI 9ONNRNJ aSaal 3s
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Figure3 - OpenCMS Weblnspect 7.7 results
tKSaS FTAYRAYI&A ¢SNB (GKS NI ¢ ydzYyo S sdEninedadNdindilgd G2 0 SA

set in detail:
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I manually verified the 84 instances of XSS as valid. However, when analyzing the actual sources, | found
that 17 resulted from the same user login form appended as a common footer to many different pages.
So while all 17 instances are valid XSS problems that can be exploited, they all stem from the same one
piece of code. Similar analysis grouping of the remaining instances ultimately boils the 84 instances
down to about 25 unique vulnerable locations.

(V)]
Z
&

The18instay OS& 2F a5 GlF ol asS { SNIBSNJ ONNEBNJ aSaalas¢s g
message references being included in the various developer documentation included on the

demonstration site. This is a perfect example of how technical documentation can skew general scanner
findings.

¢tKS aAy3atsS AyadalryO0S 2F LkRaaroftsS {v][ AyaSOlAzy i dzN
2 §o Ly a LIS Crilly oéxermie Ehgt &3QL injection vulnerability existed, which is why it only
fllk 33SR F aLI2aadArAof Sé¢ GdzZ ySNI 6Af xhéeeb applicatBriexhbditéd. G KS & SN

Next were the two instances of unencrypted logins. Both instances wound up referencing the same URL

02yS LRAYGSR (2 GKS RSTlLdzZ G RANBOG2NE f20FGA2Yy aX
FAES Ay (GKIFIG RANBOG2NEIY aXkf2IAYKAYRSEDGKGYE 0D ¢
conscious choice not to setup SSL for this server. Submitting login information over a non-SSL

O2yySOGA2Y A& | &aSOdzNRiGe LINRofSY NB3IAFNRESaasz az
.html extension fool yout OpenCMS uses virtual path handlers in the URLs that, while appearing to be

references to static .html pages, are actually just template names fed into a dynamic application.

The JSP source code disclosure character appension are also false positives. These checks flagged due to
a known bug that was not corrected in the 7.7 release (but which has since been corrected for the next
release). lronically, those three particular pages do contain the proprietary markup code that OpenCMS
uses, which could gualify as a round-about source code disclosure. However, in the spirit of full
transparency and unbiased approach, | will acknowledge that Weblnspect did not correctly identify the
vulnerability related to these three instances and thus consider them false positives.

There were 11 instances of backup files found, all in nearly identical fashion. It seems OpenCMS has a

strange quirk in the serving of exported documentation filest you can append anything you want to the

name of a JSP file and it will still serve the original JSP file response (soifd K Sf t 2 d2aLJ¥ SEA&G&AZ
GKStf202allp2f RéZ GKStff2d2allpT22£63 YR GKStf2d2alld
response of hello.jsp). Even stranger is that the .jsp extension can be redundant; requests for

GKSt f 2 d2 RIHLE etlibBRIIOGENNIA YV I f KSff2d2aL) NBalLRyaSo (
scanner was fooled into thinking that backup files exist, since the server did return very valid (non-404)
NBalLl2yasSa ¢KSy I a]l SR T2 NJsvét &spité the scamer berg fookedby G & 2 F
the web server trickery, | am still going to declare these findings as false positives.

¢KS aAy3atS AyadlkryOS 2F a5ANBOUO2NE [AaldAy3IE LINROSR
happenedi 2 O2y GF Ay GKS fAGSNIf LIKNIAS WRANBOG2NER fAald
typical of a general directory listing.
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Next come 21 instances of a possible file upload capability. All 21 instances were due to the same one

page being accessed 21 different ways, and thus providing the same HTML form (containing a <input
GeLISTE¢TFTAESép GF30 um RAFFSNBYy(ld dGAyYSao ¢ Kdza G(KS
upload afile), but it is really only one unique instance.

The 9 total instances of server path disclosure were all false positives. This is another borderline
situation, because the product did correctly identify 9 different filesystem paths within the
documentation pages. However, the discovered paths happen to be arbitrary paths featured within
technical installation documentation, and did not actually relate to the actual paths used by the server.
So the product functioned as designed (it found filesystem paths), but what it found happened not to be
related to a true information disclosure. Whether this should qualify as an accurate finding is debatable,
but | will once again consider them false positives.

h¥ GKS mMno aWk @l wdzyiAYS 9 NNIhdakcardde® wdre3dbreedfloyia G | y OS a

three distinct areas of the application that caused a genuine Java stack trace/runtime error message to
display; the remaining 134 instances were sourced from the included JavaDoc developer documentation
and thus are false positives.

lyrteaia 2F GKS wmy AyaitlyOSa 2F alca[ ¢F3 LyaSoi

instances, and a remaining 12 false positive findings.

A

bSEG A& GKS fFNES LAES 2F dnm &S NIABNIoGENMNRENI YSaal 3

that exact check works, and spot-checking about 100 of the instances makes me confident that all 941
are accurate (i.e. no false positives). However, my random sampling also shows that there is a lot of
redundancy in the origin of the reported instances (similar to the scan of Roller). | estimate the actual
number of unique instances to be about one-tenth of the raw number of instances reported (i.e. around
80-90 unique instances). | am going to consider this to be 80 unique instances for the purposes of
tabulating final counts.

Lastly were the 6 instances of internal IP address disclosure. Analyzing these instances confirms all of
them; however, they are sourced from two unique JSP pages. Further, the internal IP address disclosed

is actually the server publicly reportingwhatthe Ot A 8y 1 DRRNBX aa A aod {AyO0S LQY

internal network, my client IP address while accessing the web server is an internal IP address. None of
the discovered/disclosed IP addresses relate to the addresses used by the server, so these are false
positives.

The scan results of Weblnspect 7.5 were approximately the same, with the following notable
exceptions:

e ocn AyadlyoOoSa 2F a! 002dzy i LYy FT2NXNI @rkypy 5AaOf 2

e THY AyaillyOSa 2F a[23Aya {Syld h@SN ! ySyONE LI

e ocn AyadlyoOSa 27F a! LI OKS ! 00S&da [23 LYyF2NXI G
severity)
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e ocn AyaildlyodoSa 2F da! LI OKS ONNPRAAYL2IOLYTRNYPp hX2Y
severity)

e M AYVAaUlYyOS 2F G9YDBANRYYSYyGlf =+ NAlFofSa 5Aa0fza

e 4766 total URLs crawled

~|Crawl 4766 of 4766
Duration: 04:05:48 P

Policy: Standard

Hosts: 1
Sessions: 2,506

Atacks Seri: 311,532
Issues: 3,758

Active Audit Engines bre
Request Modify ) 3513 of 3513
Network Known U
Total Requests: 323423 Directory Er i ) 930 of 930
Faled Requests: a Feed ) 485 of 485
Seriph Inchades: 1ol Site Search ) 74433 of 74433 |

g

TDescription

364 # Account Information Disclosure (passwd)
a0 B Cross-Ske Sorpting

18 [l Database Server Error Message

[ Possble 501 Injection

78 B Logins Sent Over Unencrypted Connection
u #| Backup File {old)

1 [ Direckory Listing

21 71 Fossble Fle Upload Capabiliy

& [ Possble Server Path Disclosure (win32)

teeeeeee s

[ Possble Server Path Disclosurs (uris)
143 # Java Rurtime Error Message
3 [ Apache Access Log Information Disdosure (access _log)

-

et eead

: ¥ Apache Error Log Information Disclasure (error_og)
1644 [ Serves Error Message:
H Internal IP Disdosure

&) Vulnerabilities @ Irformation | [] Best Practices i|_| ScanLog | &) Server Information | ‘I

Figure4 - OpenCMS Weblnspect 7.5 results

LQY 3A2Ay3a (2 2dzyL) G2 HIKNR Ifdfagia ASIASAYOE 30 dyNIRENR YFYASNGEI -
to technical content contained in the developer documentation.

The other four items are actually all relatedt note how the instance counts are all either 364 or 728

(364 * 2). All of these instances trace back to how the login handler used by OpenCMS treats forceful
ONRgaAy3ad GdSYLIiaT SaaSyuaartte &2dz Oy NBljdzSad |y
KaealdSYkf23aAykeés YR (KS t23AYy KFIYRESNI gAff NBaLR
page. Even worse, the application responds with a form URL that appends a slash to the given request

P'w[ Xa2 NBljdzSadAy3a ak2LISyOvyakz2LIlSyoOvyakaealuSykf23aAyk
Gk2LISYOYak2LISyOYakaedaldSYkt 23aAyY kLI aadgBrefdes. Thisy | = 6 KA
GKS F2NOSTdzZ oOoONRgaiAy3ad F2N WLI aagRQ: WFHOOSaauywtz23Q:>
FAdzZNIG KSN) F2NOSTFdzA fe oNRgaSR T2N WLI aagRQ:X W O0Saauy
G§KS &0l yy S Npificonfiglratian Yailzystops the looping. From an accuracy perspective,

y2yS 2F (GKS TAtSa | OhGdzadtte SEA&GE IyR GKS THy Aya
distill down to only one actual accurate instance.

Now that everythinghasbeenl y'I f @ T SRY f St Qa NBOFLI §KS FAYylLf | OOdaN
1.5:

- 25instances of XSS
- linstance of logins over unencrypted connection
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- linstance of file uploading capabilities

- 3instances of Java exception messages

- 3instances of HTML tag injection

- ~B0instances of inducing a server error (HTTP 500 response)

OpenCMS Observations

OpenCMS supports multiple user privilege levels and a very rich backend administrative interface; none

of that was taken into account during this scan, as | only scanned the publicly-accessible portion of the

test application. The non-authenticated portion of an application is the area open to greatest risk, since

anyone can access it. Rescanning with assorted different login credentials reflecting different privileges

g2dzZ R LINRPGARS INBFGSNI FLILIX AOFGA2Y O20SNIY 3IST K246S0
this analysis.

Making sense of the results

¢tKS FT2fft26Ay3 OKIFINla LINPYARS | o0lFLaAO ulttée 2F dI N
Roller Less-meaningful/comparable numbers Mare-meaningful/comparable numbers
Total # URLs Total # Findings Row Accurate Row False Positive | Accurate # Instances & Accurate Vuln Types  # False Positive Vuin Types
Weblnspect 7.7 86 40 100% (40) 0% (0) 5 3 0
Weblnspect 7.5 100 55 98% (54) 2% (1) 5 3 1
OpenCMS Less-meaningful/comparable numbers More-meaningful/comparable numbers
Total # URLs Total # Findings fow Accurate Row False Positive | Accurate # Instances & Accurate Vuin Types & Faise Positive Vuin Types
Weblnspect 7.7 3113 1258 84% (1063) 16% (193) 113 (approx.) 5 53
Weblnspect 7.5 A766 3756 66% (2482) 34% (1274) 110 (approx.) 5 7

IRABARSR @I NR 2 dza -YBI YA yIF XA S I YRY ATVENEL DI 6 ST2NASa @
discuss the nuances of what these numbers dot | Y R Rmegnnithe grand scheme of things.

Crawled URL count as an indicator of coverage
{ dzii 2 Q& \ilyphsiBoNdd é¢aBvlled URL count as an indicator to overall application coverage; i.e.
the more URLs a crawler can discover and crawl, the better it must be at covering the application. This

is very misleading.

[ SGQa NBGAAAG (K Scalemd@fwidggiNTIhat witigt de@tatés X 52090+ uniguRURDs {

that are essentially identical in response. | explicitly told Weblnspect to ignore redundant URLs, because

GKSNB A& y2 @FtdzS Ay ONI gfAy3I (K2aSGcravidduisheE t dz2 dza LI
meaningful. So would letting Weblnspect scan all 75,000+ calendar URLs ultimately provide more

application coverage? Hardly. In this case (and many other cases in the dynamic application world),

GKSNB AayQi y S O&iandbétvedn thénurhber af dcheBsipledRLOaAINDBpplication

coverage. The rise of virtual application handlers disguising dynamic queries as simple URLs (a la

permalinks) is artificially inflating total URL counts and thus breaking the relevancy to application

coverage.

Additionally, and even more fundamentally, s K 4§ Qa (G KS RSFAYAlGA2Yy 2F | ! w[K
(KS 6806 ASNUSNK ¢KIFGQ& INBFG F2N FAGiSSEtsP dzi 6K
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Does every dynamic parameter permutation (POST parameters and GET query parameters) sent to a

AAYy3AES ReylFYAO LIWX AOIFGAZ2Y WLI 3SQ O2dzyid Fa | ySs
images? Should those be included or excluded in the crawl count? And what about Ajax applications,

where we no longer have distinct URLs but rather a series of XML HTTP data flows? Does a web service

endpoint could as one URL? Or does each method of that endpoint count as a URL? Does a web service

method really qualify as a URL at all?

{2 @2dz aSSX 4KIGQa o0SAy3a O2dzyiSR A& dzLJ F2NJ RSol 4GS
separate JSP pages all calling the same Java bean does not immediately provide 10 times more

application coverage than 1 JSP page calling the same Java bean. Note that this is a valid argument for

dismissing the concept of using crawled URL counts as a coverage indicator as well as an argument for

supporting the use of runtime code instrumentation to really gauge application coverage. But overall,

trying to hold blackbox/external scanners accountable for coverage is a bit of a misnomer, because

coverage is a concept that can only be determined by access to application internals (something

blackbox scanners, by definition, do not have access to).

Comparing counts of raw findings

Raw vulnerability counts, just like crawled URL counts, are vulnerable to artificial inflation that makes

them less useful for comparison purposes. | will illustrate this with the 3 previously discussed XSS

@dzft Y SNI oAt AGASA F2dzyR Ay w2ff SN ¢tKSasS o @dz ySNI
essentially included on every blog post hosted by the application. | had two blog posts on my Roller test

site, which lead to 6 discovered XSS instances (3 vulns * 2 posts). If | had 100 blog posts, | would have

had 300 discovered XSS instances (3 * 100); 10,000 blog posts would have yielded 30,000 instances(!).

On the surface, each and every one of those 30,000 instances is accurate and valid. But saying the

a0FYyYSNI F2dzyR onZnnn 3ASYSNIf @dzZ ySNIoAtAGASAE A& |
instances that happen to be replicated/accessible 10,000 different ways. Thus absolute finding counts

FNBy Qi y SOS afacé vhlde, hataushl i this dase) th&nurhbér is inflated by a factor of

10,000.

' y2GKSNI SEFYLX S 62dZ R 65 G(KS tny a[23Aya {Syid hgS
Weblnspect 7.5 reported for the OpenCMS application. These findings are all caused by a single actual

login form handler. While all 748 instances are technically valid, the final count can be considered to be
AYyFEILTGSR 08 F FFHOG2NI 2F Ttnyo 5A0G2 F2NJ GKS dnm a
factor of 10), and many of the other findings mentioned previously.

Why does this inflation matter? Because it becomes a serious issue when you start trying to compare

0KSaS ydzYoSNB | Y2y3aid @dz ySNIroAfAGe a0l yyAy3akRA&EO
looking at two security scanning products that are identical in all areas except for one very minor

difference: product A cannot detect one explicit XSS variant, while product B can. In numerous other

coverage areas, the products are identical and very encompassingt making this one XSS deficiency in

product A relatively minor to the overall amount of things it can accurately discover. b 2 6= f S Q& alt @
XSS variant happens to be the exact type that relates to the 3 XSS vulnerabilities | found in Roller. So if
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we compare the findings of both products against a Roller site that has 10,000 blog posts, you will find

that product A finds zero XSS vulnerabilities while product B finds 30,000 XSS vulnerabilities. Wow, it

sure looks like product A is utterly incapable when compared to the staggering number of vulnerabilities

that product B found! But when you really analyze the numbers,yodz 4 SS G KI & LINR RdzOG . Q3
FNOAFAOALEEE AYyFEFGSR YR LINRPRdzOG ! Aa RSTAOASY
product A to be penalized 30,000 times for that single deficiency.

[ SGdQa t221 |G Iy 2 udShidreduhdant dade deteciidd Boic) mein@itsmattINE R
enough to see those 30,000 XSS findings in the 10,000 post Roller site are really sourced from three
repeated XSS vulnerabilities. So product A reports 3 XSS vulnerabilities, while product B continues to
report 30,000. Once again, when comparing those numbers (3 vs. 30,000) in a general absolute fashion,
product A appears extremely inept compared to product B, when truthfully they found the same

amount of core problems. It is ultimately difficult to really determine how many unigue areas in the
programming code (and thus the number of truly unique vulnerability instances) are responsible for the
aggregate of the blackbox findings without a meticulous source code audit of the application; as a
consequence of that, it is also equally difficult to determine the degree to which automated scanner
findings may be inflated.

Aggregating the results

There are two topics in scanning result aggregation that are worth talking about. First is the idea of a
Ga@AW20iS3¢ gKSNBE || aAy3atsS OKSO|l OFry O2yiNRt GKS o
FAYRAY3Ia:I GKSNBE 6SNB dpnwm a{ SNBSNJI ONNRNJ aSaal3sS¢ 7
single check for one single type of vulnerability. Now, 941 findings of the total 1258 findings means that
onesinglecheckaccounts for 75% of the total raw findings! If that one singlecheckis accurate, then

GKFOGQa Fy Fdzi2YlF GAO dnesmieched®iCdzNA yO-20 GO2BRATEISEY AFK FGiKQ &1 |
L2aAdA@S LISyltdeo ¢KS oo AyaldlyoSa 2F a{SNIBISNI 9N
33 instances account for 82% of the total raw findings, and thus can swing the accuracy/false-positive

NIGS o0& yw:o | 2 LIS T digheha¥ing fofiotkizeal bus)thitci\eds yingle-Harkiaglly 2 y S
determine the entire fate of the scanning product; and using the raw finding numbers without taking

this into account leads to really skewed accuracy perspectives. If we continue to compare findings in

this manner, then deceptive vendors can game the system by including questionably-valued checks that

produce extremely high amounts of technically accurate findings just to force a swing vote situation

towards higher accuracy ratings; it would actually be a penalty to vendors to try to make their products

smarter by reducing the number of redundant findings to the minimal number of unigue instances!

PAAY3A 2dzNJ RFGEFX A0 Ada LISNOSLIAGSt e oSaGa&mar G2 NBLR
aSaalrasS¢é obyw: I OO0dzNI Oe8 0622ai 6KSyYy O2YLI NBR G2 G2
unique instance that is actually causing the problem (+20% accuracy boost when compared to total

unique instances).

Second, Suto tallied the finding results of each individual application into a final representational value.

As previously discussed, this further exacerbates the artificial inflation that is being experienced. But it
Ffa2 AYUNRBRdzOSa Fy20§KSNI | y2Yl fatdncanbe hiddd@oRhi@d Q a
(and particularly inflated) result values of other applications, and especially by unrelated findings. For

¢
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SEFYLX SZ AT 2S8S6LYyaLISOG 1d1 RARYQG LINRPRdzOS |yé& FAy
OpenCMS, itwouldoy f @ KI @S mMHpy NI} ¢ FAYRAYyIaAa NI GKSNI GKIFYy Mr
compared to a scanner that did find the 40 findings in Roller and a comparable number of findings in

hlSy/a{z GKIFIG o> A& a2 YAY 2 Neréidficighcy.A i ¢2dzZ Ry Qi NBI

Conclusion

| believe Suto had the right idea and goals with his case study, but his methodology was a bit vague at

times (what exact application versions and configuration were used? What scanner settings were

enabled/disabled?) andhisay  f @ aAa 2F (GKS NB&adz & RAdhyh@iddraw OO 2 dzy i
premature conclusions. Of course, without running the other scanners through the same steps

presented here, | cannot bring this analysis to the same level of completion that Suto did. However, |

hope that the steps presented herein are transparent and easy enough to follow that any reader can

recreate this test with any commercial scanner they have access to, and produce more meaningful

results that can then be compared to what is listed herein.

Feedback on this analysis can be send to jeff.forristal@hp.com.

© Copyright 2007 Hewlett-Packard Development Company, L.P. The information contained herein is
subject to change without notice. The only warranties for HP products and services are set forth in the
express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or
omissions contained herein.
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