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Overview  
In October 2007 Larry Suto published a case study comparing the capabilities of three web application 

scanners: NTObjective NTOSpider, IBM AppScan, and HP WebInspect.  The author indicates the case 

study was focused on four comparison areas: the number of links crawled; the overall application 

coverage (measured by application instrumentation injected by Fortify Tracer); the total number of 

accurate findings; and the total number of false positives. 

I intend to re-ŎǊŜŀǘŜ {ǳǘƻΩǎ ŦƛƴŘƛƴƎǎ ƎƛǾŜƴ ǘƘŜ ƭƛƳƛǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ƘŜ ǎǳǇǇƭƛŜŘΣ ŀǎ ǿŜƭƭ ŀǎ ŜǾŀƭǳŀǘŜ ǘƘŜ 

comparison methodology he used as the basis of his conclusion to determine if it resulted in a valid 

comparison. 

My background  

Full disclosure is absolutely necessary: I (the author of this analysis) work for HP (formerly SPI Dynamics) 

ƻƴ ǘƘŜ ²ŜōLƴǎǇŜŎǘ ǇǊƻŘǳŎǘΦ  Lƴ {ǳǘƻΩǎ ŎŀǎŜ ǎǘǳŘȅΣ ²ŜōLƴǎǇŜŎǘ ǇŜǊŦƻǊƳŜŘ ǘƘŜ ǿƻǊǎǘ ƛƴ ǘƘŜ ŎƻƳǇŀǊƛǎƻƴΦ  

Putting those two together can lead to the preconceived notion that this analysis is a hollow marketing 

ŜŦŦƻǊǘ ƻŦ ǘƘŜ ΨƭƻǎƛƴƎΩ ǾŜƴŘƻǊ ǘƻ ŎƻǳƴǘŜǊ ǘƘŜ ƴŜƎŀǘƛǾŜ ǇǳōƭƛŎƛǘȅΦ  ¢Ƙŀǘ ƛǎ ŦŀǊ ŦǊƻƳ ǘƘŜ ǘǊǳǘƘΤ L ŀƳ ŀ ǊŜǎŜŀǊŎƘ 

engineer in the HP Security Labs group, and I am composing this analysis on technical merit alone.  As 

with any good scientific experiment, everything I present in this analysis is documented in transparent 

detail with the intention of being arbitrarily reproducible, allowing others to independently arrive to the 

exact same results and thus draw the same conclusions. L ǊŜŀƭƛȊŜ ǘƘŀǘ L ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ǎƘŀƪŜ ǘƘŜ 

perception of being biased, but I hope to at least counter this in one manner by being completely 

transparent in my testing methods, regardless of the outcome.   

Also relevant to this analysis is work I performed at a security services company prior to my tenure at 

HP/SPI Dynamics where I often conducted both public and private product tests and product 

comparisons.  vǳƛǘŜ ƻŦǘŜƴ ǘƘŀǘ ǿƻǊƪ ǿŀǎ ǇǳōƭƛǎƘŜŘ ƛƴ bŜǘǿƻǊƪ /ƻƳǇǳǘƛƴƎ ƳŀƎŀȊƛƴŜΦ  LΩǾŜ ǿǊƛǘǘŜƴ Ƴǳƭǘƛ-

product comparison reviews on physical access control systems (NWC, Nov 2007), source code analysis 

tools (Secure Enterprise, Dec 2005), web application firewalls (NWC, Mar 2003), DDoS mitigation devices 

(NWC, Dec 2001), vulnerability assessment scanners (NWC, Jan 2001), and commercial honeypots (NWC, 

Aug 2000).  What does that matter?  Well, hopefully it lends credibility to me and my capabilities of 

designing and executing a product comparison methodology that is accurate, valuable, unbiased, and 

stands up to public and vendor scrutiny.  In this analysis I merely (re)apply the approaches and 

methodologies I used in the previously listed (and favorably received) product comparison reviews; 

ǉǳƛǘŜ ƘƻƴŜǎǘƭȅΣ LΩƳ ŀƎƴƻǎǘƛŎ ŀōƻǳǘ ǘƘŜ ƻǾŜǊŀƭƭ ƻǳǘŎƻƳŜτparticularly since I believe all vendors featured 

ƛƴ {ǳǘƻΩǎ ŎŀǎŜ ǎǘǳŘȅ ŎƻǳƭŘ ōŜƴŜŦƛǘ ŦǊƻƳ ŀ ōŜǘǘŜǊ ŎƻƳǇŀǊƛǎƻƴ ƳŜǘƘƻŘƻƭƻƎȅΦ 

2ÅÐÒÏÄÕÃÉÎÇ 3ÕÔÏȭÓ ÒÅÓÕÌÔÓ 

{ǳǘƻΩǎ ŎŀǎŜ ǎtudy used three commercial web scanners to scan three applications.  Suto then cumulated 

the various raw results, and drew conclusions based on those final cumulated values. My goal in this 

ŀƴŀƭȅǎƛǎ ƛǎ ǘƻ ǊŜǘǊŀŎŜ {ǳǘƻΩǎ ǎǘŜǇǎΦ  L ƛƴǘŜƴŘ ǘƻ Ŧǳƭƭȅ ŘƻŎǳƳŜƴǘ ǘhe exact steps I take in those test 

recreations, so that others may attempt them and arrive at the same results. 
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DƛǾŜƴ ǘƘŜ ŀǇǇǊƻȄƛƳŀǘŜ ǊŜƭŜŀǎŜ ǘƛƳŜŦǊŀƳŜ ƻŦ {ǳǘƻΩǎ ǊŜǇƻǊǘΣ ƛǘ ƛǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ŘŜǘŜǊƳƛƴŜ ƛŦ ƘŜ ǿŀǎ ǳǎƛƴƎ 

WebInspect 7.7 or 7.5; therefore I tested the applications using both versions of WebInspect.  My 

installation of WebInspect 7.7 was updated on October 24th via SmartUpdate; my installation of 

WebInspect 7.5 was never SmartUpdated (it is only using the vulnerability check data that shipped with 

that specific product version, and no subsequent updates). 

One of the applications used by Suto for his case study was a proprietary corporate intranet access 

application; obviously I am unable to access the application or reproduce it for this analysis.  Fortunately 

{ǳǘƻΩǎ ƻǿƴ ŎŀǎŜ ǎǘǳŘȅ ǊŜǎǳƭǘǎ ǎƘƻǿ ǾŜǊȅ ƳƛƴƛƳal result impact by the first application, as all products 

had zero findings, zero false positives, and no wide disparities in code coverage or link discovery.  

Therefore I do not feel that omitting the first application will drastically impact the overall results, as the 

result contributions of the first application where negligible in light of the other two. 

The remaining applications Suto used in his case study were Roller, a blog application, and OpenCMS, a 

customer management system.  Both are open source, and are thus easily obtainable for testing and 

verification.  I will first examine the Roller application. 

Test Application: Roller  
Roller is a blog application, programmed in Java.  Roller uses JSP pages and Struts for its front end.  Like 

any Java application, Roller is flexible on the particular backend used (Java server, database server, etc.), 

but for the sake of simplicity  I went with the recommended and vetted Tomcat platform along with 

MySQL and Hibernate.  I tested Roller version 3.1, using the pre-built binaries. 

Roller 3.1 system installation & configuration  

These are the basic steps I followed to deploy a working Roller 3.1 installation: 

 Installed Debian (Etch/4.0r0) Linux, and then upgraded with latest security patches 

 Installed Sun Java JDK 1.6.0_03 

 Installed the Debian MySQL 5.0 (5.0.32-7) and Tomcat 5.5 (5.5.20-2) packages 

 Unzipped the Roller 3.1 pre-built binaries package to a location in /opt/ 

 Disable Tomcat security manager by editing /etc/default/tomcat5.5 and setting 

TOMCAT5_SECURITY=no (creating a suitable security profile for Roller was beyond the scope of 

this test) 

 Removed all other Tomcat context config files in /usr/share/tomcat5.5/conf/Catalina/localhost 

(except for ROOT.xml, which held the Roller context config) 

 Followed all steps in the Roller 3.1 installation guide, with the following deviations: 

o Did not enable email features in the Tomcat context config file 

o Replaced the ROOT.xml Tomcat context with the Roller context configuration (i.e. Roller 

is the root application) 

 Restarted Tomcat 

At this point, Tomcat successfully displayed the Roller front page when browsing to the Tomcat server 

on port 8180.  Next I configured Roller by performing these steps: 
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 /ǊŜŀǘŜŘ ŀ ǳǎŜǊ ŀŎŎƻǳƴǘΣ ΨŀŘƳƛƴΩΣ ǿƛǘƘ ǎǘǊƻƴƎ password 

 /ǊŜŀǘŜŘ ŀ ƴŜǿ ōƭƻƎΣ ΨǘŜǎǘōƭƻƎΩ 

 Posted two entries to the test blog 

 Added one comment to one entry in the test blog 

 /ƻƴŦƛƎǳǊŜŘ ǘƘŜ ǎŜǊǾŜǊ ǎŜǘǘƛƴƎǎ ǘƻ ŘƛǎǇƭŀȅ ΨǘŜǎǘōƭƻƎΩ ŀǎ ǘƘŜ ŦǊƻƴǘ ǇŀƎŜ ōƭƻƎ 

 Everything else was left as the default values 

Scanning the Roller application with WebInspect  

Next I had to configure a scan of the Roller application by using the Advanced Assessment (4-step) UI to 

configure the scan.  I used all default values (run the Profiler, use the Standard policy, auto-fill web 

forms during crawl, etc.) except for the following deviations: 

 Roller has a calendar display widget that can literally handle all possible date values; this web 

widget creates a chain/collection of thousands of essentially empty URLs in the form of 

άκғōƭƻƎҔκŘŀǘŜκȅȅȅȅƳƳέΣ ǿƘŜǊŜ ΨȅȅȅȅƳƳΩ ƛǎ ǘƘŜ ƴǳƳŜǊƛŎ ȅŜŀǊ ŀƴŘ ƳƻƴǘƘ ǾŀƭǳŜ όǘƘŜǊŜ ƛǎ ŀƭǎƻ ŀ 

ǎŜŎƻƴŘŀǊȅ ŦƻǊƳŀǘ ǘƘŀǘ ǳǎŜǎ άκғōƭƻƎҔκŘŀǘŜκȅȅȅȅƳƳŘŘέ ŀŘŘƛƴƎ ƛƴ ǎǇŜŎƛŦƛŎ Řŀȅ ƎǊŀƴǳƭŀǊƛǘȅύΦ  ¢Ƙƛǎ 

causes the crawler to waste a lot of time crawling what is essentially a near-infinite chain of date 

URLs, with no practical actual difference in the responses.  To keep the crawler from crawling 

back to the PleistoceneΣ L ŜƴŀōƭŜŘ ǘƘŜ άtŜǊŦƻǊƳ ǊŜŘǳƴŘŀƴǘ ǇŀƎŜ ŘŜǘŜŎǘƛƻƴέ ƻǇǘƛƻƴ ƛƴ ǘƘŜ 

άDŜƴŜǊŀƭέ ŀǊŜŀ ƻŦ ǘƘŜ ά{Ŏŀƴ {ŜǘǘƛƴƎǎέ section within the scan configuration dialog.  Please note 

that this configuration change is not necessary from an accuracy perspective; this change only 

serves to drastically reduce the amount of time WebInspect spends scanning the web site, 

expediting the completion of the scan. 

 hƴŎŜ ǘƘŜ tǊƻŦƛƭŜǊ ŀƴŀƭȅȊŜǎ ǘƘŜ ǎƛǘŜ ŀƴŘ ƳŀƪŜǎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎΣ L ǳƴŎƘŜŎƪŜŘ ǘƘŜ Ψ!ŘŘ !ƭƭƻǿŜŘ 

IƻǎǘǎΩ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴ όǎƛƴŎŜ ǘƘŜ ŘƛǎŎƻǾŜǊŜŘ ŜȄǘŜǊƴŀƭ Ƙƻǎǘǎ ŘƛŘ ƴƻǘ ǊŜƭŀǘŜ ǘƻ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴύΤ 

ǘƘŜ ƻƴƭȅ ƻǘƘŜǊ ǊŜŎƻƳƳŜƴŘŜŘ ƻǇǘƛƻƴΣ ΨwŜƳƻǾŜ {ǘŀǘŜ 5ŜǘŜŎǘƛƻƴ wŜƎǳƭŀǊ 9ȄǇǊŜǎǎƛƻƴǎΩ ǿŀǎ ƭŜŦǘ 

enabled (on WebInspect 7.5, ǘƘŜ ŀŘŘƛǘƛƻƴŀƭƭȅ ǊŜŎƻƳƳŜƴŘŜŘ Ψ5ƛǎŀōƭŜ CbC !ǳǘƻ-5ŜǘŜŎǘΩ ƻǇǘƛƻƴ 

was also left enabled). 

At that point the WebInspect scan was adequately configured and launched.  The above listed steps are 

identical for both WebInspect 7.5 and 7.7. 

Resetting the Roller application  

Lǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ΨǊŜǎŜǘΩ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛƴ-between scans, to make sure no data from a previous scan 

carries over and affects the subsequent scans.  I took the following steps to reset the application: 

 Stopped ǘƘŜ ¢ƻƳŎŀǘ ǎŜǊǾƛŎŜ όάκŜǘŎκƛƴƛǘΦŘκǘƻƳŎŀǘрΦр ǎǘƻǇέύ 

 Deleted ǘƘŜ ŜȄƛǎǘƛƴƎ wƻƭƭŜǊ ŘŀǘŀōŀǎŜ όάƳȅǎǉƭŀŘƳƛƴ ςǇ ŘǊƻǇ ǊƻƭƭŜǊέύ 

 Created ŀ ƴŜǿ wƻƭƭŜǊ ŘŀǘŀōŀǎŜ όάƳȅǎǉƭŀŘƳƛƴ ςǇ ŎǊŜŀǘŜ ǊƻƭƭŜǊέύ 

 Populated the new Roller databasŜ όάƳȅǎǉƭ ςp < roller/WEB-LbCκŘōǎŎǊƛǇǘǎκƳȅǎǉƭκŎǊŜŀǘŜŘōΦǎǉƭέύ 

 Started ǘƘŜ ¢ƻƳŎŀǘ ǎŜǊǾƛŎŜ όάκŜǘŎκƛƴƛǘΦŘκǘƻƳŎŀǘрΦр ǎǘŀǊǘέύ 

 Configured the application as listed previously (create admin account, create test blog, create 

two blog entries, post one comment, and set the test blog as the home page) 
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Roller scan results  

My main scan of Roller using WebInspect 7.7 reported the following: 

 6 instŀƴŎŜǎ ƻŦ ά/Ǌƻǎǎ-{ƛǘŜ {ŎǊƛǇǘƛƴƎ ό¦ǎŜǊ LƴǘŜǊŀŎǘƛƻƴύέ όL5 ІрсрлΣ ŎǊƛǘƛŎŀƭ ǎŜǾŜǊƛǘȅύ 

 м ƛƴǎǘŀƴŎŜ ƻŦ άwƻōƻǘǎΦǘȄǘ !ŎŎŜǎǎ /ƻƴǘǊƻƭ LƴŦƻǊƳŀǘƛƻƴ 5ƛǎŎƭƻǎǳǊŜέ όL5 ІуофΣ ƳŜŘƛǳƳ ǎŜǾŜǊƛǘȅύ 

 оо ƛƴǎǘŀƴŎŜǎ ƻŦ ά{ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ όL5 ІптмтΣ ƭƻǿ ǎŜǾŜǊƛǘȅύ 

 86 total crawled URLs 

 

Figure 1 - Roller WebInspect 7.7 results 

¢ƘŜǎŜ ŦƛƴŘƛƴƎǎ ǿŜǊŜ ǘƘŜ Ǌŀǿ ƴǳƳōŜǊǎΣ ǇǊƛƻǊ ǘƻ ōŜƛƴƎ ŀƴŀƭȅȊŜŘ ŦƻǊ ŀŎŎǳǊŀŎȅΦ  [ŜǘΩǎ ƭƻƻƪ ŀǘ ŜŀŎƘ ŦƛƴŘƛƴƎ 

set in detail: 

¢ƘŜ с ƛƴǎǘŀƴŎŜǎ ƻŦ ·{{ ǿŜǊŜ ǾŜǊƛŦƛŜŘ ŀǎ ǾǳƭƴŜǊŀōƭŜΣ ŀƴŘ ǘƘǳǎ ŀǊŜ ŀŎŎǳǊŀǘŜΦ  IƻǿŜǾŜǊΣ ǿƘŀǘΩǎ happening 

ƘŜǊŜ ƛǎ ǘƘŀǘ ǘƘǊŜŜ ŦƛŜƭŘǎ ƛƴ ǘƘŜ ǎƛƴƎƭŜ άtƻǎǘ ŀ /ƻƳƳŜƴǘέ ŦƻǊƳ ŀǊŜ ǾǳƭƴŜǊŀōƭŜ ǘƻ ·{{Σ ŀƴŘ ǘƘŜǊŜ ǿŜǊŜ ǘǿƻ 

blog posts that each hosted the ǎŀƳŜ άtƻǎǘ ŀ /ƻƳƳŜƴǘέ ŦƻǊƳΦ  ¢Ƙǳǎ ƛǘΩǎ ǘǊǳƭȅ ǘƘǊŜŜ ǊŜƭŀǘŜŘ ·{{ 

ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛƴ ǘƘŜ ǎŀƳŜ ŦƻǊƳ ƻƴ ŀ ǎƛƴƎƭŜ ǇŀƎŜΣ ǿƛǘƘ ǘǿƻ ƻŦ ǘƘƻǎŜ ǇŀƎŜǎΦ  LǘΩǎ ŀŎŎǳǊŀǘŜ ǘƻ ǘƘƛƴƪ ƻŦ ǘƘƛǎ 

as either/both 6 places on the application that are vulnerable to XSS, and/or as 3 places in the code that 

are causing an XSS vulnerability. 

Next is the single instance of robots.txt disclosure.  This is trivial to confirm, as Roller ships with a 

suggested robots.txt file.  So this finding is accurate, although the severity is debatable. 

Last are the 33 instances of server error messages.  I verified each instance as being an HTTP 500 error 

response, indicating an application exception occurred during the processing of one of the various 

injected parameter values.  From the perspective that the server experienced an explicit error, each of 

these instances is accurate to what WebInspect was trying to report.  However, when examine the 

detailsΣ ŀƭƭ оо ƛƴǎǘŀƴŎŜǎ ƻŦ ǘƘƛǎ ŦƛƴŘƛƴƎ ŀǊŜ ŘǳŜ ǘƻ ǾŀǊƛƻǳǎ ƛƴǾŀƭƛŘ ǾŀƭǳŜǎ ōŜƛƴƎ ǇŀǎǎŜŘ ǘƻ ǘƘŜ ΨƳŜǘƘƻŘΩ 

parameter of a single Struts action (the Struts handler could not find the given named method in the 

target Java class, and thus threw an exception); thus these 33 instances are really only a single 

approximate code location that is being tickled 33 different ways and therefore being reported 33 
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ŘƛŦŦŜǊŜƴǘ ǘƛƳŜǎΦ  ¢ƘŀǘΩǎ ƘƛƎƘƭȅ ǊŜŘǳƴŘŀƴǘΦ  CƻǊǘǳƴŀǘŜƭȅ ǘƘƛǎ was addressed in WebInspect 7.7 with the 

ƴŜǿ ±ǳƭƴŜǊŀōƛƭƛǘȅ CƛƭǘŜǊƛƴƎ ŎŀǇŀōƛƭƛǘƛŜǎ όƭƻƻƪ ǳƴŘŜǊ ǘƘŜ ά!ǳŘƛǘ {ŜǘǘƛƴƎǎέ ƘŜŀŘŜǊ ƛƴ ǘƘŜ ǎŎŀƴ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

¦LύΦ  ¢ƘŜǊŜ ƛǎ ŀ ƴŜǿ άtŀǊŀƳŜǘŜǊ ±ǳƭƴ wƻƭƭ ¦Ǉέ ŦƛƭǘŜǊ ǘƘŀǘ ǿŀǎ ǎǇŜŎƛŦƛŎŀƭƭȅ ŘŜǎƛƎƴŜŘ ǘƻ ǘŀŎƪƭŜ ǘƘƛǎ ǇǊƻōƭŜƳΦ  

When I re-scan with this filter enabled, these 33 instances nicely coalesce to only three instances (one 

for GET, one for POST, and one for no method at all). 

WebInspect 7.5 had the same results as 7.7, with the following notable exceptions: 

 м ƛƴǎǘŀƴŎŜ ƻŦ άtŀǎǎǿƻǊŘ CƛŜƭŘ aŀǎƪŜŘέ όL5 ІптнпΣ ŎǊƛǘƛŎŀƭ ǎŜǾŜǊƛǘȅύ 

 мп ŀŘŘƛǘƛƻƴŀƭ ƛƴǎǘŀƴŎŜǎ ƻŦ ά{ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ όL5 ІптмтΣ ƭƻǿ ǎŜǾŜǊƛǘȅύ 

 100 total URLs crawled 

 

Figure 2 - Roller WebInspect 7.5 results 

¢ƘŜ ǎƛƴƎƭŜ ƛƴǎǘŀƴŎŜ ƻŦ άtŀǎǎǿƻǊŘ CƛŜƭŘ aŀǎƪŜŘέ ǿŀǎ ŀ ŦŀƭǎŜ ǇƻǎƛǘƛǾŜΦ  ¢ƘŜ ŀŘŘƛǘƛƻƴŀƭ мп ƛƴǎǘŀƴŎŜǎ ƻŦ 

ά{ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ ǿŜǊŜ ǊŜŘǳƴŘŀƴǘ ƛƴǎǘŀƴŎŜǎ ƻŦ ǘƘŜ ǎŀƳŜ ǎƛƴƎƭŜ ŎŀǳǎŜΣ ŀǎ ǇǊŜǾƛƻǳǎƭȅ ǊŜǇƻǊǘŜŘΦ  

Thus the final accurate results were unchanged between WebInspect 7.5 and 7.7, and 7.5 only included 

an additional single false positive overall. 

Roller Observations  

There are certain unique nuances to the Roller application that are worth mentioning. 

First, the previously mentioned calendar widget could conceptually leave non-aware web crawlers busy 

for a long time, since the widget generates dynamic URLs in manner that do not use traditional query 

parameters.  Thus a crawler that tackles the date widget in a literal fashion could easily result in over 

трΣллл ¦w[ǎ ǘƘŀǘ ƴŜŜŘ ǘƻ ōŜ ŀǳŘƛǘŜŘ όŀǎǎǳƳƛƴƎ ƛǘ ƻƴƭȅ ƎƻŜǎ ŀǎ ŦŀǊ ōŀŎƪ ŀǎ Wŀƴ мΣ мфллΣ ǘƘŀǘΩǎ нлт ȅŜŀǊǎ ϝ 

оср Řŀȅǎ ǇŜǊ ȅŜŀǊ Ґ трΣлллҌ ǿƻǊǘƘ ƻŦ ǇƻǘŜƴǘƛŀƭ ¦w[ǎύΦ  {ǳǘƻΩǎ ƻǊƛƎƛƴŀƭ ŎŀǎŜ ǎǘǳŘȅ ŘƛŘ ƴƻǘ ƛƴŘƛŎŀǘŜ ǘƘŜ 

discovery of 75,000 URLs by any of the web scanners; in fact, the original case study only indicated 736 

maximum URLs found by any one product.  That means the date URLs were somehow culled to reduce 

their redundancy.  That is fine, conceptuallyτI did the same things myself (via the redundant page 
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detection option explained previously).  But how one goes about handling these superfluous URLs can 

lead to drastically different results.  My testing has found that if I exclude the entire calendar widget and 

ŀƭƭ ŀǎǎƻŎƛŀǘŜŘ ŘŀǘŜ ¦w[ǎ όǿƛǘƘ ŀ ǎŜǎǎƛƻƴ ¦w[ ŜȄŎƭǳǎƛƻƴ ǊŜƎŜȄ ƻŦ άΦҌκŘŀǘŜκ\ŘҌϷέύΣ ǘƘŜ ǎŎŀƴƴŜǊ ǿƛƭƭ ōŜ 

prevented from following a logic path that leads to multiple discovered XSS vulnerabilities (i.e. if I 

exclude all URLs related to the ŎŀƭŜƴŘŀǊ ǿƛŘƎŜǘΣ L ƎŜǘ ŦŜǿŜǊ ǾǳƭƴŜǊŀōƛƭƛǘȅ ŦƛƴŘƛƴƎǎύΦ  {ƻ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ 

have access to a sampling of those URLs in order to still audit the associated area of the application.   

Secondly, Roller uses a CAPTCHA on the comment submission form by including a mathematical addition 

problem that the user must correctly solve before the comment submission will be processed.  Currently 

²ŜōLƴǎǇŜŎǘ ŘƻŜǎ ƴƻǘ ŘŜǘŜŎǘ ŀƴŘ ŎƛǊŎǳƳǾŜƴǘ ǘƘƛǎ /!t¢/I!Σ ǿƘƛŎƘ ŘǊŀǎǘƛŎŀƭƭȅ ŀŦŦŜŎǘǎ ǘƘŜ ǎŎŀƴƴŜǊΩǎ ŀōƛƭƛǘȅ 

to audit the comment submission form and achieve higher application assessment coverage.  

!ǇǇƭƛŎŀǘƛƻƴǎ ƛƳǇƭŜƳŜƴǘƛƴƎ /!t¢/I!ǎ Řƻ ǎƻ ǘƻ ǘƘǿŀǊǘ ƳŀŎƘƛƴŜ ŀǳǘƻƳŀǘƛƻƴΧŀƴŘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ 

automated assessments.   

Test Application: OpenCMS 
OpenCMS is an open source content management system programming in Java.  Similar to Roller, it can 

be hosted by any standard Java application server and utilize any backend database; also similar to 

Roller, I chose to go with Tomcat and MySQL.  I explicitly installed OpenCMS on an entirely separate, 

fresh system, and did not try to combine the two applications onto a single system with a single 

installation of Tomcat. 

OpenCMS 7.0.2 system installation & configuration  

These are the basic steps I followed to deploy a working OpenCMS 7.0.2 system (note: the vendor site 

offers two flavors of the 7.0.2 version; I used the standard pre-built binaries package, and not the Java 

1.4 compatible package): 

 Installed Debian (Etch/4.0r0) Linux, and then upgraded with latest security patches 

 Installed Sun Java JDK 1.6.0_03 

 Installed the Debian MySQL 5.0 (5.0.32-7) and Tomcat 5.5 (5.5.20-2) packages 

 Disable Tomcat security manager by editing /etc/default/tomcat5.5 and setting 

TOMCAT5_SECURITY=no (creating a suitable security profile for OpenCMS was beyond the 

scope of this test) 

 9Řƛǘ ¢ƻƳŎŀǘ ǎŜǊǾŜǊΦȄƳƭ ǘƻ ŀŘŘ ΨŘŜǇƭƻȅhƴ{ǘŀǊǘǳǇҐέǘǊǳŜέΩ ǘƻ ƭƻŎŀƭƘƻǎǘ Iƻǎǘ ŘŜŦƛƴƛǘƛƻƴ 

 Removed all other Tomcat context config files in /usr/share/tomcat5.5/conf/Catalina/localhost 

(except for ROOT.xml) 

 Followed all steps in the OpenCMS 7.0.2 server installation guide, with the following deviations: 

o Deployed opencms.war to /var/lib/tomcat5.5/webapps (the Debian-specific location to 

deploy webapp WARs) 

o Restarted Tomcat after copying the WAR to the appropriate deployment directory 

o During the OpenCMS setup wizard process, I left all options as their default values 

ŜȄŎŜǇǘ ŦƻǊ ǎǇŜŎƛŦȅƛƴƎ ǘƘŜ ǎŜǊǾŜǊΩǎ a!/ ŀŘŘǊŜǎǎ ŀƴŘ ŀōǎƻƭǳǘŜ ¦w[ ǘƻ ǘƘŜ hǇŜƴ/a{ ǘŜǎǘ 

site 
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o I did not go back into MySQL to specify an OpenCMS database password, as specified in 

the optional last step of the installation document; the credentials used for the 

database connection will generally not affect the assessment of the web application 

using that connection 

 Removed all content from the ROOT webapp (/usr/share/tomcat5.5-webapps/ROOT/), and 

ƛƴǎǘŜŀŘ ǊŜǇƭŀŎŜŘ ƛǘ ǿƛǘƘ ŀ ǎƛƴƎƭŜ ƛƴŘŜȄ I¢a[ ŦƛƭŜ ǘƘŀǘ ƘŀŘ ŀ ¦w[ ƭƛƴƪ ǘƻ άκƻǇŜƴŎƳǎκƻǇŜƴŎƳǎκέΣ 

the default location for the OpenCMS demo site (this is to ensure the scan audits nothing but 

the OpenCMS application, and do not consider any of the optional/default materials that are 

shipped with Tomcat) 

.ǊƻǿǎƛƴƎ ǘƻ ǘƘŜ ¦w[ άκƻǇŜƴŎƳǎκƻǇŜƴŎƳǎκǎȅǎǘŜƳκƭƻƎƛƴκέ ƻƴ ǘƘŜ ¢ƻƳŎŀǘ ǎŜǊǾƛŎŜ ƭƛǎǘŜƴƛƴƎ ƻƴ ǇƻǊǘ умулΣ 

L ƭƻƎƎŜŘ ƛƴ ŀǎ Ψ!ŘƳƛƴΩ ŀƴŘ ŎƘŀƴƎŜŘ ǘƘŜ ǇŀǎǎǿƻǊŘΦ  .ŜȅƻƴŘ ǘƘƛǎΣ L ƳŀŘŜ no other configuration changes, 

opting to use the pre-ŜȄƛǎǘƛƴƎ hǇŜƴ/a{ ŘŜƳƻ ǎƛǘŜ ŀǾŀƛƭŀōƭŜ ŀǘ άκƻǇŜƴŎƳǎκƻǇŜƴŎƳǎκέΦ  ¢ƘŜ ŘŜƳƻ ǎƛǘŜ 

appeared to have a sufficient sampling of application functionality for demonstration and reference, so I 

felt it would be sufficient for illustrative scannƛƴƎ ǇǳǊǇƻǎŜǎΦ  LǘΩǎ ǿƻǊǘƘ ƳŜƴǘƛƻƴƛƴƎ ǘƘŀǘ ǘƘŜ 

demonstration content is developer-centric in some areas, and that typically leads to false positives 

related to the presence of technical programming examples within the web content (think: source code 

disclosǳǊŜΣ ŀōǎƻƭǳǘŜ ŦƛƭŜ ǇŀǘƘ ŘƛǎŎƭƻǎǳǊŜΣ ŜǘŎΦύΦ  ¢Ƙƛǎ ƛǎ ƎƻƛƴƎ ǘƻ ƛƳǇŀŎǘ ǘƘŜ ŦŀƭǎŜ ǇƻǎƛǘƛǾŜ ǊŀǘŜΣ ōǳǘ ǘƘŀǘΩǎ 

just an aspect that has to be accepted; fortunately all products are exposed to the same content, so it 

ǿƻƴΩǘ ŀŦŦŜŎǘ ǘƘŜ ǊŜƭŀǘƛǾŜ comparisons between the products. 

Scanning the OpenCMS application with WebInspect  

Once again, I went with all the defaults used by the WebInspect scan wizard with no additional scan 

setting modifications.  After the Profiler ran, I made the following changes to the recommendations: 

 I de-ǎŜƭŜŎǘŜŘ ǘƘŜ Ψ!ŘŘ !ƭƭƻǿŜŘ IƻǎǘǎΩ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴΣ ǎƛƴŎŜ ǘƘŜ ŜȄǘŜǊƴŀƭ ǎƛǘŜǎ ƭƛǎǘŜŘ ŘƛŘ ƴƻǘ 

relate to the application being tested 

 I de-ǎŜƭŜŎǘŜŘ Ψ/ƻƴŦƛƎǳǊŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΩΣ ǎƛƴŎŜ L ǿŀƴǘŜŘ ǘƻ Ǌǳƴ ǘƘŜ ǎŎŀƴ ŦǊƻƳ ǘƘŜ perspective of 

a public attacker on the Internet (i.e. no authentication) 

¢ƘŜ ǊŜƳŀƛƴƛƴƎ tǊƻŦƛƭŜǊ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ όΨ{ŜƭŜŎǘ {ǘŀǘŜ ±ŀǊƛŀōƭŜǎΩΣ ΨwŜƳƻǾŜ {ǘŀǘŜ 5ŜǘŜŎǘƛƻƴ wŜƎǳƭŀǊ 

9ȄǇǊŜǎǎƛƻƴǎΩΣ ŀƴŘ ΨwŜƳƻǾŜ !ǳŘƛǘ 9ȄŎƭǳǎƛƻƴǎ ŦƻǊ {ǇŜŎƛŦƛŎ CƛƭŜ 9ȄǘŜƴǎƛƻƴǎΩύ ǿŜǊŜ ƭŜŦǘ as-is (i.e. checked). 

Resetting the OpenCMS application  

In order to reset the OpenCMS application between scans, I took the following steps: 

 Stopped ǘƘŜ ¢ƻƳŎŀǘ ǎŜǊǾƛŎŜ όάκŜǘŎκƛƴƛǘΦŘκǘƻƳŎŀǘрΦр ǎǘƻǇέύ 

 Deleted ǘƘŜ hǇŜƴ/a{ ŘŀǘŀōǎŜ όάƳȅǎǉƭŀŘƳƛƴ ςǇ ŘǊƻǇ ƻǇŜƴŎƳǎέύ 

 Deleted ǘƘŜ ŘŜǇƭƻȅŜŘ hǇŜƴ/a{ ŀǇǇƭƛŎŀǘƛƻƴ όάǊƳ ςrf /var/lib/tomcat5.5/webapps/opencms; rm 

κǾŀǊκƭƛōκǘƻƳŎŀǘрΦрκǿŜōŀǇǇǎκƻǇŜƴŎƳǎψƛƴƛǘΦƭƻƎέύΤ Řƻ ƴƻǘ ŘŜƭŜǘŜ ƻǇŜƴŎƳǎΦǿŀǊΗ 

 Started ǘƘŜ ¢ƻƳŎŀǘ ǎŜǊǾƛŎŜ όάκŜǘŎκƛƴƛǘΦŘκǘƻƳŎŀǘрΦр ǎǘŀǊǘέύΣ ǿƘƛŎƘ ǿƛƭƭ ŎŀǳǎŜ ƻǇŜƴŎƳǎΦǿŀǊ ǘƻ ōŜ 

re-deployed with a fresh instance 

 Ran the OpenCMS setup wizard as previously done to install the system 
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 Configured the OpenCMS system as previously indicated (changed admin user password) 

OpenCMS scan results  

My main scan of OpenCMS using WebInspect 7.7 reported the following: 

 уп ƛƴǎǘŀƴŎŜǎ ƻŦ ά/Ǌƻǎǎ-{ƛǘŜ {ŎǊƛǇǘƛƴƎέ όL5 ІрспфΣ ŎǊƛǘƛŎŀƭ ǎŜǾŜǊƛǘȅύ 

 му ƛƴǎǘŀƴŎŜǎ ƻŦ ά5ŀǘŀōŀǎŜ {ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ όL5 ІтпнΣ ŎǊƛǘƛŎŀƭ ǎŜǾŜǊƛǘȅύ 

 м ƛƴǎǘŀƴŎŜ ƻŦ άtƻǎǎƛōƭŜ {v[ LƴƧŜŎǘƛƻƴέ όL5 ІрстнΣ ŎǊƛǘƛŎŀƭ ǎŜǾŜǊƛǘȅύ 

 н ƛƴǎǘŀƴŎŜǎ ƻŦ ά[ƻƎƛƴǎ {Ŝƴǘ hǾŜǊ ¦ƴŜƴŎǊȅǇǘŜŘ /ƻƴƴŜŎǘƛƻƴέ όL5 ІптннΣ ƘƛƎƘ ǎŜǾŜǊƛǘȅύ 

 о ƛƴǎǘŀƴŎŜǎ ƻŦ ά!ǇǇŜƴŘŜŘ {ƭŀǎƘ W{t {ƻǳǊŎŜ /ƻŘŜ 5ƛǎŎƭƻǎǳǊŜέ όL5 ІонотΣ ƘƛƎƘ ǎŜǾŜǊƛǘȅύ 

 мм ƛƴǎǘŀƴŎŜǎ ƻŦ ά.ŀŎƪǳǇ CƛƭŜ όΦƻƭŘύέ όL5 ІнпΣ Ƙigh severity) 

 м ƛƴǎǘŀƴŎŜ ƻŦ ά5ƛǊŜŎǘƻǊȅ [ƛǎǘƛƴƎέ όL5 ІтпсΣ ƘƛƎƘ ǎŜǾŜǊƛǘȅύ 

 нм ƛƴǎǘŀƴŎŜǎ ƻŦ άtƻǎǎƛōƭŜ CƛƭŜ ¦ǇƭƻŀŘ /ŀǇŀōƛƭƛǘȅέ όL5 ІфлфΣ ƳŜŘƛǳƳ ǎŜǾŜǊƛǘȅύ 

 у ƛƴǎǘŀƴŎŜǎ ƻŦ άtƻǎǎƛōƭŜ {ŜǊǾŜǊ tŀǘƘ 5ƛǎŎƭƻǎǳǊŜ ό²ƛƴонύέ όL5 ІулпΣ ƳŜŘƛǳƳ ǎŜǾŜǊƛǘȅύ 

 м ƛƴǎǘŀƴŎŜǎ ƻŦ άtƻǎǎƛōƭŜ {ŜǊǾŜǊ tŀǘƘ 5ƛǎŎƭƻǎǳǊŜ ό¦ƴƛȄύέ όL5 ІумлΣ ƳŜŘƛǳƳ ǎŜǾŜǊƛǘȅύ 

 мпо ƛƴǎǘŀƴŎŜǎ ƻŦ άWŀǾŀ wǳƴǘƛƳŜ 9ǊǊƻǊ aŜǎǎŀƎŜέ όL5 ІнлттΣ ƳŜŘƛǳƳ ǎŜǾŜǊƛǘȅύ 

 му ƛƴǎǘŀƴŎŜǎ ƻŦ άI¢a[ ¢ŀƎ LƴƧŜŎǘƛƻƴέ όL5 ІмллппΣ ƳŜŘƛǳƳ ǎŜǾŜǊƛǘȅύ 

 фпм ƛƴǎǘŀƴŎŜǎ ƻŦ ά{ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ όL5 ІптмтΣ ƭƻǿ severity) 

 с ƛƴǎǘŀƴŎŜǎ ƻŦ άLƴǘŜǊƴŀƭ Lt 5ƛǎŎƭƻǎǳǊŜέ όL5 ІорлуΣ ƭƻǿ ǎŜǾŜǊƛǘȅύ 

 3113 total URLs crawled 

 

Figure 3 - OpenCMS WebInspect 7.7 results 

¢ƘŜǎŜ ŦƛƴŘƛƴƎǎ ǿŜǊŜ ǘƘŜ Ǌŀǿ ƴǳƳōŜǊǎΣ ǇǊƛƻǊ ǘƻ ōŜƛƴƎ ŀƴŀƭȅȊŜŘ ŦƻǊ ŀŎŎǳǊŀŎȅΦ  [ŜǘΩǎ examine each finding 

set in detail: 



11/12/2007  10 

I manually verified the 84 instances of XSS as valid.  However, when analyzing the actual sources, I found 

that 17 resulted from the same user login form appended as a common footer to many different pages.  

So while all 17 instances are valid XSS problems that can be exploited, they all stem from the same one 

piece of code.  Similar analysis grouping of the remaining instances ultimately boils the 84 instances 

down to about 25 unique vulnerable locations. 

The 18 instaƴŎŜǎ ƻŦ ά5ŀǘŀōŀǎŜ {ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ ǿŜǊŜ ŀƭƭ ŦŀƭǎŜ ǇƻǎƛǘƛǾŜǎ ŘǳŜ ǘƻ WŀǾŀ ŜȄŎŜǇǘƛƻƴ ŜǊǊƻǊ 

message references being included in the various developer documentation included on the 

demonstration site.  This is a perfect example of how technical documentation can skew general scanner 

findings. 

¢ƘŜ ǎƛƴƎƭŜ ƛƴǎǘŀƴŎŜ ƻŦ ǇƻǎǎƛōƭŜ {v[ ƛƴƧŜŎǘƛƻƴ ǘǳǊƴŜŘ ƻǳǘ ǘƻ ōŜ ŀ ŦŀƭǎŜ ǇƻǎƛǘƛǾŜΦ  LǘΩǎ ǿƻǊǘƘ ƴƻǘƛƴƎ ǘƘŀǘ 

²ŜōLƴǎǇŜŎǘ ŎƻǳƭŘƴΩǘ fully determine that a SQL injection vulnerability existed, which is why it only 

flŀƎƎŜŘ ŀ άǇƻǎǎƛōƭŜέ ǾǳƭƴŜǊŀōƛƭƛǘȅ ōŀǎŜŘ ƻƴ ǘƘŜ ǎŜǊƛŜǎ ƻŦ ǎǘǊŀƴƎŜ ōŜƘŀǾƛƻǊ the web application exhibited.   

Next were the two instances of unencrypted logins.  Both instances wound up referencing the same URL 

όƻƴŜ ǇƻƛƴǘŜŘ ǘƻ ǘƘŜ ŘŜŦŀǳƭǘ ŘƛǊŜŎǘƻǊȅ ƭƻŎŀǘƛƻƴ άΧκƭƻƎƛƴκέΣ ǿƘƛƭŜ ǘƘŜ ƻǘƘŜǊ ǇƻƛƴǘŜŘ ǘƻ ǘƘŜ ŜȄǇƭƛŎƛǘ ŘŜŦŀǳƭǘ 

ŦƛƭŜ ƛƴ ǘƘŀǘ ŘƛǊŜŎǘƻǊȅΣ άΧκƭƻƎƛƴκƛƴŘŜȄΦƘǘƳƭέύΦ  ¢ƘŜ ŀŎǘǳŀƭ ŦƛƴŘƛƴƎ ǿŀǎ ŀŎŎǳǊŀǘŜΣ ŀƭǘƘƻǳƎƘ ƛǘ ǿŀǎ ŀ 

conscious choice not to setup SSL for this server.  Submitting login information over a non-SSL 

ŎƻƴƴŜŎǘƛƻƴ ƛǎ ŀ ǎŜŎǳǊƛǘȅ ǇǊƻōƭŜƳ ǊŜƎŀǊŘƭŜǎǎΣ ǎƻ ǘƘŜ ŦƛƴŘƛƴƎ ƛǎ ǎǘƛƭƭ ŀŎŎǳǊŀǘŜΦ  !ǎ ŀ ǎƛŘŜ ƴƻǘŜΥ ŘƻƴΩǘ ƭŜǘ ǘƘŜ 

.html extension fool youτOpenCMS uses virtual path handlers in the URLs that, while appearing to be 

references to static .html pages, are actually just template names fed into a dynamic application. 

The JSP source code disclosure character appension are also false positives.  These checks flagged due to 

a known bug that was not corrected in the 7.7 release (but which has since been corrected for the next 

release).  Ironically, those three particular pages do contain the proprietary markup code that OpenCMS 

uses, which could qualify as a round-about source code disclosure.  However, in the spirit of full 

transparency and unbiased approach, I will acknowledge that WebInspect did not correctly identify the 

vulnerability related to these three instances and thus consider them false positives. 

There were 11 instances of backup files found, all in nearly identical fashion.  It seems OpenCMS has a 

strange quirk in the serving of exported documentation filesτyou can append anything you want to the 

name of a JSP file and it will still serve the original JSP file response (so if άƘŜƭƭƻΦƧǎǇέ ŜȄƛǎǘǎΣ ŀ ǊŜǉǳŜǎǘ ŦƻǊ 

άƘŜƭƭƻΦƧǎǇΦƻƭŘέΣ άƘŜƭƭƻΦƧǎǇΦŦƻƻέΣ ŀƴŘ άƘŜƭƭƻΦƧǎǇΦbƻƴ¢ǊŀŘƛǘƛƻƴŀƭ.ŜƘŀǾƛƻǊέ ǿƻǳƭŘ ŀƭƭ ǊŜǘǳǊƴ ǘƘŜ ǇŀǊǎŜŘ 

response of hello.jsp).  Even stranger is that the .jsp extension can be redundant; requests for 

άƘŜƭƭƻΦƧǎǇΦƧǎǇΦƧǎǇΦƧǎǇΦƧǎǇέ ŀƭǎƻ return ǘƘŜ ƻǊƛƎƛƴŀƭ ƘŜƭƭƻΦƧǎǇ ǊŜǎǇƻƴǎŜΦ  ¢Ƙǳǎ ƛǘΩǎ Ŝŀǎȅ ǘƻ ǎŜŜ ǿƘȅ ǘƘŜ 

scanner was fooled into thinking that backup files exist, since the server did return very valid (non-404) 

ǊŜǎǇƻƴǎŜǎ ǿƘŜƴ ŀǎƪŜŘ ŦƻǊ ǘƘŜ ΨΦƻƭŘΩ ǾŀǊƛŀƴǘǎ ƻŦ ǘƘŜ ŦƛƭŜƴŀƳŜs.  Yet despite the scanner being fooled by 

the web server trickery, I am still going to declare these findings as false positives. 

¢ƘŜ ǎƛƴƎƭŜ ƛƴǎǘŀƴŎŜ ƻŦ ά5ƛǊŜŎǘƻǊȅ [ƛǎǘƛƴƎέ ǇǊƻǾŜŘ ǘƻ ōŜ ŀ ŦŀƭǎŜ ǇƻǎƛǘƛǾŜΦ  ¢ƘŜ ǇŀƎŜ ƛǘ ŦƭŀƎƎŜŘ ƻƴ Ƨǳǎǘ ǎƻ 

happened ǘƻ Ŏƻƴǘŀƛƴ ǘƘŜ ƭƛǘŜǊŀƭ ǇƘǊŀǎŜ ΨŘƛǊŜŎǘƻǊȅ ƭƛǎǘƛƴƎΩΣ ŀƴŘ ǾŀǊƛƻǳǎ ƻǘƘŜǊ ǘŜȄǘǳŀƭ ŜƭŜƳŜƴǘǎ ǘƘŀǘ ŀǊŜ 

typical of a general directory listing. 
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Next come 21 instances of a possible file upload capability.  All 21 instances were due to the same one 

page being accessed 21 different ways, and thus providing the same HTML form (containing a <input 

ǘȅǇŜҐέŦƛƭŜέҔ ǘŀƎύ нм ŘƛŦŦŜǊŜƴǘ ǘƛƳŜǎΦ  ¢Ƙǳǎ ǘƘŜ ŦƛƴŘƛƴƎ ƛǎ ŎƻƴŦƛǊƳŜŘ όǘƘŜ ǇŀƎŜ ŘƻŜǎ ǇǊƻǾƛŘŜ ŀ ŦƻǊƳ ǘƻ 

upload a file), but it is really only one unique instance. 

The 9 total instances of server path disclosure were all false positives.  This is another borderline 

situation, because the product did correctly identify 9 different filesystem paths within the 

documentation pages.  However, the discovered paths happen to be arbitrary paths featured within 

technical installation documentation, and did not actually relate to the actual paths used by the server.  

So the product functioned as designed (it found filesystem paths), but what it found happened not to be 

related to a true information disclosure.  Whether this should qualify as an accurate finding is debatable, 

but I will once again consider them false positives. 

hŦ ǘƘŜ мпо άWŀǾŀ wǳƴǘƛƳŜ 9ǊǊƻǊ aŜǎǎŀƎŜέ ƛƴǎǘŀƴŎŜǎΣ ф ŀǊŜ ŀŎŎǳǊŀǘŜΦ  The accurate 9 were sourced from 

three distinct areas of the application that caused a genuine Java stack trace/runtime error message to 

display; the remaining 134 instances were sourced from the included JavaDoc developer documentation 

and thus are false positives. 

!ƴŀƭȅǎƛǎ ƻŦ ǘƘŜ му ƛƴǎǘŀƴŎŜǎ ƻŦ άI¢a[ ¢ŀƎ LƴƧŜŎǘƛƻƴέ ǊŜǎǳƭǘǎ ƛƴ с ǾŀƭƛŘ ŦƛƴŘƛƴƎǎ ǊŜƭŀǘƛƴƎ ǘƻ о ǳƴƛǉǳŜ 

instances, and a remaining 12 false positive findings. 

bŜȄǘ ƛǎ ǘƘŜ ƭŀǊƎŜ ǇƛƭŜ ƻŦ фпм ǎŜǊǾŜǊ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎΦ  L ŘƛŘƴΩǘ Ƴŀƴǳŀƭƭȅ ǾŜǊƛŦȅ ŀƭƭ фпм, but knowing how 

that exact check works, and spot-checking about 100 of the instances makes me confident that all 941 

are accurate (i.e. no false positives).  However, my random sampling also shows that there is a lot of 

redundancy in the origin of the reported instances (similar to the scan of Roller).  I estimate the actual 

number of unique instances to be about one-tenth of the raw number of instances reported (i.e. around 

80-90 unique instances).  I am going to consider this to be 80 unique instances for the purposes of 

tabulating final counts. 

Lastly were the 6 instances of internal IP address disclosure.  Analyzing these instances confirms all of 

them; however, they are sourced from two unique JSP pages.  Further, the internal IP address disclosed 

is actually the server publicly reporting what the ŎƭƛŜƴǘΩǎ Lt ŀŘŘǊŜǎǎ ƛǎΦ  {ƛƴŎŜ LΩƳ ǊǳƴƴƛƴƎ ǘƘƛǎ ǘŜǎǘ ƻƴ ŀƴ 

internal network, my client IP address while accessing the web server is an internal IP address.  None of 

the discovered/disclosed IP addresses relate to the addresses used by the server, so these are false 

positives. 

The scan results of WebInspect 7.5 were approximately the same, with the following notable 

exceptions: 

 осп ƛƴǎǘŀƴŎŜǎ ƻŦ ά!ŎŎƻǳƴǘ LƴŦƻǊƳŀǘƛƻƴ 5ƛǎŎƭƻǎǳǊŜ όǇŀǎǎǿŘύέ όL5 ІмнрпΣ ŎǊƛǘƛŎŀƭ ǎŜǾerity) 

 тну ƛƴǎǘŀƴŎŜǎ ƻŦ ά[ƻƎƛƴǎ {Ŝƴǘ hǾŜǊ ¦ƴŜƴŎǊȅǇǘŜŘ /ƻƴƴŜŎǘƛƻƴέ όL5 ІптннΣ ƘƛƎƘ ǎŜǾŜǊƛǘȅύ 

 осп ƛƴǎǘŀƴŎŜǎ ƻŦ ά!ǇŀŎƘŜ !ŎŎŜǎǎ [ƻƎ LƴŦƻǊƳŀǘƛƻƴ 5ƛǎŎƭƻǎǳǊŜ όŀŎŎŜǎǎψƭƻƎύέ όL5 ІнммоΣ ƳŜŘƛǳƳ 

severity) 
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 осп ƛƴǎǘŀƴŎŜǎ ƻŦ ά!ǇŀŎƘŜ 9ǊǊƻǊ [ƻƎ LƴŦƻǊƳŀǘƛƻƴ 5ƛǎŎƭƻǎǳǊŜ όŜǊǊƻǊψƭƻƎύέ όL5 ІнфрфΣ ƳŜŘƛǳƳ 

severity) 

 м ƛƴǎǘŀƴŎŜ ƻŦ ά9ƴǾƛǊƻƴƳŜƴǘŀƭ ±ŀǊƛŀōƭŜǎ 5ƛǎŎƭƻǎǳǊŜέ όL5 ІннфмΣ ƭƻǿ ǎŜǾŜǊƛǘȅύ 

 4766 total URLs crawled 

 

Figure 4 - OpenCMS WebInspect 7.5 results 

LΩƳ ƎƻƛƴƎ ǘƻ ƧǳƳǇ ǘƻ ǘƘŜ ƭŀǎǘ ƛǘŜƳΣ ά9ƴǾƛǊƻƴƳŜƴǘŀƭ ±ŀǊƛŀōƭŜǎ 5ƛǎŎƭƻǎǳǊŜέΣ ŦƛǊǎǘΦ  ¢Ƙƛǎ ƛǎ ŀ ŦŀƭǎŜ ǇƻǎƛǘƛǾŜ ŘǳŜ 

to technical content contained in the developer documentation. 

The other four items are actually all relatedτnote how the instance counts are all either 364 or 728 

(364 * 2).  All of these instances trace back to how the login handler used by OpenCMS treats forceful 

ōǊƻǿǎƛƴƎ ŀǘǘŜƳǇǘǎΤ ŜǎǎŜƴǘƛŀƭƭȅ ȅƻǳ Ŏŀƴ ǊŜǉǳŜǎǘ ŀƴȅ ¦w[ ǎǘŀǊǘƛƴƎ ǿƛǘƘ άκƻǇŜƴŎƳǎκƻǇŜƴŎƳǎ 

κǎȅǎǘŜƳκƭƻƎƛƴκέΣ ŀƴŘ ǘƘŜ ƭƻƎƛƴ ƘŀƴŘƭŜǊ ǿƛƭƭ ǊŜǎǇƻƴŘ ǿƛǘƘ ŀƴ I¢¢t нлл ǊŜǎǇƻƴǎŜ ŎƻƴǘŀƛƴƛƴƎ ǘƘŜ ƭƻƎƛƴ 

page.  Even worse, the application responds with a form URL that appends a slash to the given request 

¦w[Χǎƻ ǊŜǉǳŜǎǘƛƴƎ άκƻǇŜƴŎƳǎκƻǇŜƴŎƳǎκǎȅǎǘŜƳκƭƻƎƛƴκǇŀǎǎǿŘέ ǊŜǎǳƭǘǎ ƛƴ ŀ 

άκƻǇŜƴŎƳǎκƻǇŜƴŎƳǎκǎȅǎǘŜƳκƭƻƎƛƴκǇŀǎǎǿŘκέ ƭƛƴƪΣ ǿƘƛŎƘ ƛǎ ǘƘŜƴ ŦƻǊŎŜŦǳƭƭȅ ōǊƻǿǎŜŘ ŦƻǊ more files.  Thus 

ǘƘŜ ŦƻǊŎŜŦǳƭ ōǊƻǿǎƛƴƎ ŦƻǊ ΨǇŀǎǎǿŘΩΣ ΨŀŎŎŜǎǎψƭƻƎΩΣ ŀƴŘ ΨŜǊǊƻǊψƭƻƎΩ ŦƛƭŜǎ ǊŜǎǳƭǘ ƛƴ ŦŀƪŜ ¦w[ǎ ǘƘŀǘ ŀǊŜ ǘƘŜƴ 

ŦǳǊǘƘŜǊ ŦƻǊŎŜŦǳƭƭȅ ōǊƻǿǎŜŘ ŦƻǊ ΨǇŀǎǎǿŘΩΣ ΨŀŎŎŜǎǎψƭƻƎΩΣ ŀƴŘ ΨŜǊǊƻǊψƭƻƎΩ ŦƛƭŜǎΣ ŦƻǊƳƛƴƎ ŀ ǊŜŎǳǊǎƛǾŜ ƭƻƻǇ ǳƴǘƛƭ 

ǘƘŜ ǎŎŀƴƴŜǊΩǎ ƳŀȄƛƳǳƳ Řepth configuration value stops the looping.  From an accuracy perspective, 

ƴƻƴŜ ƻŦ ǘƘŜ ŦƛƭŜǎ ŀŎǘǳŀƭƭȅ ŜȄƛǎǘΣ ŀƴŘ ǘƘŜ тну ƛƴǎǘŀƴŎŜǎ ƻŦ ά[ƻƎƛƴǎ {Ŝƴǘ hǾŜǊ ¦ƴŜƴŎǊȅǇǘŜŘ /ƻƴƴŜŎǘƛƻƴέ 

distill down to only one actual accurate instance. 

Now that everything has been ŀƴŀƭȅȊŜŘΣ ƭŜǘΩǎ ǊŜŎŀǇ ǘƘŜ Ŧƛƴŀƭ ŀŎŎǳǊŀǘŜ ŦƛƴŘƛƴƎǎ ŦƻǊ ²ŜōLƴǎǇŜŎǘ тΦт ŀƴŘ 

7.5: 

- 25 instances of XSS 

- 1 instance of logins over unencrypted connection 
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- 1 instance of file uploading capabilities 

- 3 instances of Java exception messages 

- 3 instances of HTML tag injection 

- ~80 instances of inducing a server error (HTTP 500 response) 

OpenCMS Observations 

OpenCMS supports multiple user privilege levels and a very rich backend administrative interface; none 

of that was taken into account during this scan, as I only scanned the publicly-accessible portion of the 

test application.  The non-authenticated portion of an application is the area open to greatest risk, since 

anyone can access it.  Rescanning with assorted different login credentials reflecting different privileges 

ǿƻǳƭŘ ǇǊƻǾƛŘŜ ƎǊŜŀǘŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ŎƻǾŜǊŀƎŜΤ ƘƻǿŜǾŜǊΣ ǿŜ ŘƛŘƴΩǘ ŦŜŜƭ ƛǘ ǿŀǎ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǘƘŜ ǎŎƻǇŜ ƻŦ 

this analysis. 

Making sense of the results  
¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŎƘŀǊǘǎ ǇǊƻǾƛŘŜ ŀ ōŀǎƛŎ ǘŀƭƭȅ ƻŦ ǾŀǊƛƻǳǎ Řŀǘŀ Ǉƻƛƴǘǎ ǊŜƭŀǘŜŘ ǘƻ ²ŜōLƴǎǇŜŎǘΩǎ ŦƛƴŘƛƴƎǎΦ  

 

I ŘƛǾƛŘŜŘ ǾŀǊƛƻǳǎ Řŀǘŀ Ǉƻƛƴǘǎ ƛƴǘƻ άƭŜǎǎ-ƳŜŀƴƛƴƎŦǳƭέ ŀƴŘ άƳƻǊŜ-ƳŜŀƴƛƴƎŦǳƭέ ŎŀǘŜƎƻǊƛŜǎΦ  bƻǿ LΩŘ ƭƛƪŜ ǘƻ 

discuss the nuances of what these numbers doτŀƴŘ ŘƻƴΩǘτmean in the grand scheme of things. 

Crawled URL count as an indicator of coverage  

{ǳǘƻΩǎ ǇŀǇŜǊ ƘŜŀvily positioned crawled URL count as an indicator to overall application coverage; i.e. 

the more URLs a crawler can discover and crawl, the better it must be at covering the application.  This 

is very misleading. 

[ŜǘΩǎ ǊŜǾƛǎƛǘ ǘƘŜ wƻƭƭŜǊ ŀǇǇƭƛŎŀǘƛƻƴ ŀƴŘ ƛǘs calendar widget.  That widget generates 75,000+ unique URLs 

that are essentially identical in response.  I explicitly told WebInspect to ignore redundant URLs, because 

ǘƘŜǊŜ ƛǎ ƴƻ ǾŀƭǳŜ ƛƴ ŎǊŀǿƭƛƴƎ ǘƘƻǎŜ ǎǳǇŜǊŦƭǳƻǳǎ ǇŀƎŜǎΦ  ¸Ŝǘ {ǳǘƻΩǎ ǊŜǇƻǊǘ ǇƻǎǘǳǊŜǎ ǘƘŀt crawl counts are 

meaningful.  So would letting WebInspect scan all 75,000+ calendar URLs ultimately provide more 

application coverage?  Hardly.  In this case (and many other cases in the dynamic application world), 

ǘƘŜǊŜ ƛǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ŀ ǎǘǊƻƴƎ ŎƻǊǊŜƭation between the number of accessible URLs and the application 

coverage.  The rise of virtual application handlers disguising dynamic queries as simple URLs (a la 

permalinks) is artificially inflating total URL counts and thus breaking the relevancy to application 

coverage. 

Additionally, and even more fundamentally, ǿƘŀǘΩǎ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ŀ ¦w[Κ  !ƭƭ ŀŎŎŜǎǎƛōƭŜ ǊŜǎƻǳǊŎŜǎ ƻƴ 

ǘƘŜ ǿŜō ǎŜǊǾŜǊΚ  ¢ƘŀǘΩǎ ƎǊŜŀǘ ŦƻǊ ŦƛƭŜǎΣ ōǳǘ ǿƘŀǘ ŀōƻǳǘ ŘȅƴŀƳƛŎ ŀǇǇƭƛŎŀǘƛƻƴ ŜƴǘǊȅ Ǉƻƛƴǘǎ όthink: Struts)?  
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Does every dynamic parameter permutation (POST parameters and GET query parameters) sent to a 

ǎƛƴƎƭŜ ŘȅƴŀƳƛŎ ŀǇǇƭƛŎŀǘƛƻƴ ΨǇŀƎŜΩ Ŏƻǳƴǘ ŀǎ ŀ ƴŜǿ ¦w[Κ  ²Ƙŀǘ ŀōƻǳǘ ǎǳǇǇƻǊǘƛƴƎ ǊŜǎƻǳǊŎŜǎΣ ǎǳŎƘ ŀǎ 

images?  Should those be included or excluded in the crawl count?  And what about Ajax applications, 

where we no longer have distinct URLs but rather a series of XML HTTP data flows?  Does a web service 

endpoint could as one URL?  Or does each method of that endpoint count as a URL?  Does a web service 

method really qualify as a URL at all? 

{ƻ ȅƻǳ ǎŜŜΣ ǿƘŀǘΩǎ ōŜƛƴƎ ŎƻǳƴǘŜŘ ƛǎ ǳǇ ŦƻǊ ŘŜōŀǘŜΣ ƳŀƪƛƴƎ ǘƘŜ ŎƻǳƴǘƛƴƎ ŀ ōƛǘ ŀǊōƛǘǊŀǊȅΦ  /ǊŀǿƭƛƴƎ мл 

separate JSP pages all calling the same Java bean does not immediately provide 10 times more 

application coverage than 1 JSP page calling the same Java bean.  Note that this is a valid argument for 

dismissing the concept of using crawled URL counts as a coverage indicator as well as an argument for 

supporting the use of runtime code instrumentation to really gauge application coverage.  But overall, 

trying to hold blackbox/external scanners accountable for coverage is a bit of a misnomer, because 

coverage is a concept that can only be determined by access to application internals (something 

blackbox scanners, by definition, do not have access to). 

Comparing counts of raw findings  

Raw vulnerability counts, just like crawled URL counts, are vulnerable to artificial inflation that makes 

them less useful for comparison purposes.  I will illustrate this with the 3 previously discussed XSS 

ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŦƻǳƴŘ ƛƴ wƻƭƭŜǊΦ  ¢ƘŜǎŜ о ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŀǇǇŜŀǊ ƛƴ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ǘƘŜ I¢a[ ŦƻǊƳ ǘƘŀǘΩǎ 

essentially included on every blog post hosted by the application.  I had two blog posts on my Roller test 

site, which lead to 6 discovered XSS instances (3 vulns * 2 posts).  If I had 100 blog posts, I would have 

had 300 discovered XSS instances (3 * 100); 10,000 blog posts would have yielded 30,000 instances(!). 

On the surface, each and every one of those 30,000 instances is accurate and valid.  But saying the 

ǎŎŀƴƴŜǊ ŦƻǳƴŘ олΣллл ƎŜƴŜǊŀƭ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛǎ ŀōǎƻƭǳǘŜƭȅ ŘŜŎŜǇǘƛǾŜΣ ǎƛƴŎŜ ƛǘΩǎ ǊŜŀƭƭȅ Ƨǳǎǘ о ŀŎǘǳŀƭ 

instances that happen to be replicated/accessible 10,000 different ways.  Thus absolute finding counts 

ŀǊŜƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ǊŜƭƛŀōƭŜ ŀǘ face value, because (in this case) the number is inflated by a factor of 

10,000. 

!ƴƻǘƘŜǊ ŜȄŀƳǇƭŜ ǿƻǳƭŘ ōŜ ǘƘŜ тпу ά[ƻƎƛƴǎ {Ŝƴǘ hǾŜǊ ¦ƴŜƴŎǊȅǇǘŜŘ /ƻƴƴŜŎǘƛƻƴέ ŦƛƴŘƛƴƎǎ ǘƘŀǘ 

WebInspect 7.5 reported for the OpenCMS application.  These findings are all caused by a single actual 

login form handler.  While all 748 instances are technically valid, the final count can be considered to be 

ƛƴŦƭŀǘŜŘ ōȅ ŀ ŦŀŎǘƻǊ ƻŦ тпуΦ  5ƛǘǘƻ ŦƻǊ ǘƘŜ фпм ά{ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ ŦƛƴŘƛƴƎǎ ŦƻǊ hǇŜƴ/a{ όƛƴŦƭŀǘŜŘ ōȅ ŀ 

factor of 10), and many of the other findings mentioned previously. 

Why does this inflation matter?  Because it becomes a serious issue when you start trying to compare 

ǘƘŜǎŜ ƴǳƳōŜǊǎ ŀƳƻƴƎǎǘ ǾǳƭƴŜǊŀōƛƭƛǘȅ ǎŎŀƴƴƛƴƎκŘƛǎŎƻǾŜǊȅ ǇǊƻŘǳŎǘǎ όƭƛƪŜ {ǳǘƻ ŘƛŘύΦ  [ŜǘΩǎ ǎŀȅ ǿŜΩǊŜ 

looking at two security scanning products that are identical in all areas except for one very minor 

difference: product A cannot detect one explicit XSS variant, while product B can.  In numerous other 

coverage areas, the products are identical and very encompassingτmaking this one XSS deficiency in 

product A relatively minor to the overall amount of things it can accurately discover.  bƻǿΣ ƭŜǘΩǎ ǎŀȅ ǘƘŀǘ 

XSS variant happens to be the exact type that relates to the 3 XSS vulnerabilities I found in Roller.  So if 
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we compare the findings of both products against a Roller site that has 10,000 blog posts, you will find 

that product A finds zero XSS vulnerabilities while product B finds 30,000 XSS vulnerabilities.  Wow, it 

sure looks like product A is utterly incapable when compared to the staggering number of vulnerabilities 

that product B found!  But when you really analyze the numbers, yoǳ ǎŜŜ ǘƘŀǘ ǇǊƻŘǳŎǘ .Ωǎ ŦƛƴŘƛƴƎǎ ŀǊŜ 

ŀǊǘƛŦƛŎƛŀƭƭȅ ƛƴŦƭŀǘŜŘ ŀƴŘ ǇǊƻŘǳŎǘ ! ƛǎ ŘŜŦƛŎƛŜƴǘ ƻƴƭȅ ōŜŎŀǳǎŜ ƛǘΩǎ ƳƛǎǎƛƴƎ ƻƴŜ ǾǳƭƴŜǊŀōƛƭƛǘȅ ǘȅǇŜΣ ƭŜŀŘƛƴƎ 

product A to be penalized 30,000 times for that single deficiency.   

[ŜǘΩǎ ƭƻƻƪ ŀǘ ŀƴƻǘƘŜǊ ǎƛƳƛƭŀǊ ǎŎŜƴŀǊƛƻΥ ǇǊƻŘuct A has redundant page detection logic, making it smart 

enough to see those 30,000 XSS findings in the 10,000 post Roller site are really sourced from three 

repeated XSS vulnerabilities.  So product A reports 3 XSS vulnerabilities, while product B continues to 

report 30,000.  Once again, when comparing those numbers (3 vs. 30,000) in a general absolute fashion, 

product A appears extremely inept compared to product B, when truthfully they found the same 

amount of core problems. It is ultimately difficult to really determine how many unique areas in the 

programming code (and thus the number of truly unique vulnerability instances) are responsible for the 

aggregate of the blackbox findings without a meticulous source code audit of the application; as a 

consequence of that, it is also equally difficult to determine the degree to which automated scanner 

findings may be inflated. 

Aggregating the results  

There are two topics in scanning result aggregation that are worth talking about.  First is the idea of a 

άǎǿƛƴƎ ǾƻǘŜΣέ ǿƘŜǊŜ ŀ ǎƛƴƎƭŜ ŎƘŜŎƪ Ŏŀƴ ŎƻƴǘǊƻƭ ǘƘŜ ōǳƭƪ ƻŦ ǘƘŜ ǇǊƻŘǳŎǘΩǎ Ǌŀǿ ŀŎŎǳǊŀŎȅΦ  Lƴ Ƴȅ hǇŜƴ/a{ 

ŦƛƴŘƛƴƎǎΣ ǘƘŜǊŜ ǿŜǊŜ фпм ά{ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ ŦƛƴŘƛƴƎǎΦ  !ƭƭ ƻŦ ǘƘŜǎŜ ŦƛƴŘƛƴƎǎ ǿŜǊŜ ǘƘŜ ǊŜǎǳƭǘ ƻŦ ƻƴŜ 

single check for one single type of vulnerability.  Now, 941 findings of the total 1258 findings means that 

one single check accounts for 75% of the total raw findings!  If that one single check is accurate, then 

ǘƘŀǘΩǎ ŀƴ ŀǳǘƻƳŀǘƛŎ Ҍтр҈ ŀŎŎǳǊŀŎȅ ōƻƻǎǘΤ ƛŦ ǘƘŀǘ one single check ƛǎ ƛƴŀŎŎǳǊŀǘŜΣ ǘƘŀǘΩǎ ŀ -75% false 

ǇƻǎƛǘƛǾŜ ǇŜƴŀƭǘȅΦ  ¢ƘŜ оо ƛƴǎǘŀƴŎŜǎ ƻŦ ά{ŜǊǾŜǊ 9ǊǊƻǊ aŜǎǎŀƎŜέ ƛƴ ǘƘŜ wƻƭƭŜǊ ǎŎŀƴ ŀǊŜ ŀ ǎƛƳƛƭŀǊ ǎƛǘǳŀǘƛƻƴτ

33 instances account for 82% of the total raw findings, and thus can swing the accuracy/false-positive 

ǊŀǘŜ ōȅ ун҈Φ  IƻǇŜŦǳƭƭȅ ƛǘΩǎ ŀǇǇŀǊŜƴǘ Ƙƻǿ ƻƴŜ misbehaving (or overzealous) check can single-handedly 

determine the entire fate of the scanning product; and using the raw finding numbers without taking 

this into account leads to really skewed accuracy perspectives.  If we continue to compare findings in 

this manner, then deceptive vendors can game the system by including questionably-valued checks that 

produce extremely high amounts of technically accurate findings just to force a swing vote situation 

towards higher accuracy ratings; it would actually be a penalty to vendors to try to make their products 

smarter by reducing the number of redundant findings to the minimal number of unique instances!  

¦ǎƛƴƎ ƻǳǊ ŘŀǘŀΣ ƛǘ ƛǎ ǇŜǊŎŜǇǘƛǾŜƭȅ ōŜǘǘŜǊ ǘƻ ǊŜǇƻǊǘ оо ŀŎŎǳǊŀǘŜ ȅŜǘ ǊŜŘǳƴŘŀƴǘ ƛƴǎǘŀƴŎŜǎ ƻŦ ά{ŜǊǾŜǊ Error 

aŜǎǎŀƎŜέ όҌун҈ ŀŎŎǳǊŀŎȅ ōƻƻǎǘ ǿƘŜƴ ŎƻƳǇŀǊŜŘ ǘƻ ǘƻǘŀƭ Ǌŀǿ ŦƛƴŘƛƴƎǎύ ǘƘŀƴ ƛǘ ƛǎ ǘƻ ǊŜǇƻǊǘ ƻƴƭȅ ǘƘŜ м 

unique instance that is actually causing the problem (+20% accuracy boost when compared to total 

unique instances). 

Second, Suto tallied the finding results of each individual application into a final representational value.  

As previously discussed, this further exacerbates the artificial inflation that is being experienced.  But it 

ŀƭǎƻ ƛƴǘǊƻŘǳŎŜǎ ŀƴƻǘƘŜǊ ŀƴƻƳŀƭȅΥ ŀ ǇǊƻŘǳŎǘΩǎ ŘŜŦƛŎƛŜƴŎȅ ǿƛǘƘ ƻƴŜ ŀǇǇƭƛŎation can be hidden by higher 

(and particularly inflated) result values of other applications, and especially by unrelated findings.  For 
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ŜȄŀƳǇƭŜΣ ƛŦ ²ŜōLƴǎǇŜŎǘ тΦт ŘƛŘƴΩǘ ǇǊƻŘǳŎŜ ŀƴȅ ŦƛƴŘƛƴƎǎ ŦƻǊ wƻƭƭŜǊ ōǳǘ ǎǘƛƭƭ ǇŜǊŦƻǊƳŜŘ ƛŘŜƴǘƛŎŀƭ ƻƴ 

OpenCMS, it would oƴƭȅ ƘŀǾŜ мнру Ǌŀǿ ŦƛƴŘƛƴƎǎ ǊŀǘƘŜǊ ǘƘŀƴ мнфуΦ  ¢ƘŀǘΩǎ ƻƴƭȅ ŀ о҈ ŘƛŦŦŜǊŜƴŎŜ ƻǾŜǊŀƭƭΦ  LŦ 

compared to a scanner that did find the 40 findings in Roller and a comparable number of findings in 

hǇŜƴ/a{Σ ǘƘŀǘ о҈ ƛǎ ǎƻ ƳƛƴƻǊ ǘƘŀǘ ƛǘ ǿƻǳƭŘƴΩǘ ǊŜŀƭƭȅ ƛƴŘƛŎŀǘŜ ŀƴȅ ǎŜvere deficiency. 

Conclusion  
I believe Suto had the right idea and goals with his case study, but his methodology was a bit vague at 

times (what exact application versions and configuration were used?  What scanner settings were 

enabled/disabled?) and his aƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǊŜǎǳƭǘǎ ŘƛŘƴΩǘ ŀŎŎƻǳƴǘ ŦƻǊ ŎŜǊǘŀƛƴ ŦŀŎǘƻǊǎ ǘƘŀǘ ƭŜd him to draw 

premature conclusions.  Of course, without running the other scanners through the same steps 

presented here, I cannot bring this analysis to the same level of completion that Suto did.  However, I 

hope that the steps presented herein are transparent and easy enough to follow that any reader can 

recreate this test with any commercial scanner they have access to, and produce more meaningful 

results that can then be compared to what is listed herein. 

Feedback on this analysis can be send to jeff.forristal@hp.com.  

 

 

 

 

 

 

 

 

 

 

 

 

© Copyright 2007 Hewlett-Packard Development Company, L.P. The information contained herein is 

subject to change without notice. The only warranties for HP products and services are set forth in the 

express warranty statements accompanying such products and services. Nothing herein should be 

construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or 

omissions contained herein. 


